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Abstract and Executive Summary

Trust in the electoral system is at the core of all functional democratic societies.
When the public’s trust in the legitimacy of these systems wanes, the social con-
sensus around the entire governance infrastructure becomes threatened. In 2021,
across the political spectrum, trust in election integrity is at an all time low.

Decentralized ledgers are a breakthrough technology that can dramatically im-
prove the relationships of trust in a society. This family of technologies allows
groups of people to delegate trust to rigorously-proven mathematics and computer
networks, rather than to human-operated, and potentially error-prone, institutions.
The first deployment of such a technology was in the Bitcoin blockchain [13], an
experiment in building a currency that does not depend on trust in a centralized
minting authority. Despite the progress of this initial experiment, with Bitcoin’s
marketcap recently exceeding 1 trillion USD [6], the technology has traditionally
been plagued with scalability, [4, 22] security [10, 15], and ecological issues [2].

Iterating on the traditional blockchain structure, Arweave is a scalable and se-
cure permanent information storage ledger [20]. In the Arweave network a decen-
tralized collection of machines is tasked with the long term storage and replication
of data. This system uses a sustainable economic endowment structure to ensure
resilience and permanence of the ledger’s contents. Anyone, anywhere can access
information on this ledger without cost, and write to it for a small fee.

In this paper we present ATEST (A Transparent Electoral System Technology),
a new technological infrastructure for administering elections that removes the need
for trust in human-operated procedures. Instead, this trust is placed in the mathe-
matics that have long powered maintenance of government secrets, e-commerce on
the internet, and private communications via email.
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1 Introduction

This paper outlines a recommendation for
improving election trust through the use
of a decentralized, publicly-accessible and
-verifiable ledger. The objectives of this
system are as follows:

1. Allow voters to validate that their
ballot, as they cast it, has been cor-
rectly counted during an election.
This objective must be achieved
without exposing the voter’s elec-
toral choice to any third party.

2. Allow citizens and all interested par-
ties to validate the integrity of elec-
tion voter registration rolls.

3. Make sufficient records of the in-
tegrity of all elections permanently
and publicly available for permis-
sionless validation by any party in
the future.

2 Architecture

At the core of ATEST (A Transparent
Electoral System Technology) is a proto-
col composed of three parts; a private,
permissioned Arweave ledger, the public
global Arweave network, and a uniform
data format representing interactions dur-
ing the process of an election.

In the proposed architecture a hybrid
approach between a public blockchain net-
work and a private, permissioned system
is presented. This system captures the
benefits of a public network (transparency,
auditability, and data permanence) while
also providing the control and security of
a private environment.

Fig.1: Overview of the ATEST Election-
Net architecture.

2.1 ElectionNet

Upon initialization of election prepara-
tion, a new, private, “ElectionNet” net-
work should be created. Ahead of initial-
ization of a new ElectionNet network, a
set of valid block-producing nodes must
be agreed. While this may differ from de-
ployment to deployment, in the United
States, it seems appropriate that State
Election Offices should be granted this re-
sponsibility. During the initialization pro-
cess, public keys from these State Election
Office Nodes (SEON) must be circulated
between participants and included in the
first block.

During operation, SEONs will stochas-
tically produce blocks at an appropriate
frequency as determined by the deployer.
Each block will be signed by the SEON’s
private key such that all participants can
validate its authenticity. Block produc-
tion can subsequently be performed in
a decentralized manner, tolerant to the
failure of any one or more nodes in the
network. This decentralized block pro-
duction capacity is similar to traditional
Proof-of-Work blockchains (such as Bit-
coin [13]) but with two fundamental dif-
ferences:

1. Block production does not incur sig-
nificant computational work. This
avoids any unnecessary ecological
consequences as a result of an elec-
toral undertaking.

2. Consensus in the network is imper-
vious to traditional blockchain secu-
rity attack vectors. This includes re-
silience to classic “51%” attacks [15]
in Proof-of-Work blockchains, and
economic attacks [18] in Proof-of-
Stake blockchains.

During operation of the ElectionNet
(from voter registration through to final-
ization) SEONs will receive signed inter-
actions from voters. Upon receipt, SEONs
validate these interactions, and include
them in bundles (using Arweave’s net-
work standard ANS-104 [3] technology),
which are subsequently incorporated into
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blocks. In a traditional blockchain net-
work, all validating nodes must have lo-
cal access to every interaction included
in a block. This creates a fundamental
bottleneck to interaction processing speed
– that of the bandwidth of the poorest-
performing node. Arweave’s bundling
technology circumvents this limitation by
allowing bundle producers to publish only
a Merkle root (MR) [11, 21] of an es-
sentially arbitrarily large collection of in-
teractions in a block (limited at 2256 − 1
bytes per bundle). This approach is signif-
icantly more efficient than if they were re-
quired to publish the full interaction data.
Validating nodes then come to consensus
about just this MR during block produc-
tion, rather than about every interaction
the block contains, allowing for delayed
synchronization of the underlying data,
and avoiding the aforementioned bottle-
neck in interaction processing speed. This
will allow ATEST to trivially surpass the
required interaction processing speed for
an election amongst even billions of vot-
ers.

2.2 Public ledger synchro-
nization

Periodically throughout the lifetime of an
ElectionNet, SEONs will submit bundled
copies of new blocks and their contained
interactions to the public Arweave ledger
for inclusion in blocks produced by the
ledger’s Proof-of-Access [19] storage sys-
tem. In doing so, each SEON will give an
attestation of its perspective of the state
of the ElectionNet with immutable times-
tamps – allowing permissionless verifica-
tion of the metadata globally, in real time.
For example, this system would allow elec-
tion observers in third party nations to
validate that the state of the ElectionNet
from the perspective of the Maine SEON
is the same as that of the Wisconsin SEON
– or any other pairing.

These additional security factors pro-
vided by the data being uploaded to the
Arweave network will greatly increase ver-
ifiability and trust in election results while
also ensuring that valuable records are

kept for generations to come, backed by
Arweave’s sustainable economic endow-
ment mechanism [20].

2.3 Voter identity manage-
ment

In order to allow cryptographically secure
voting, a 1:1 mapping between public-
private key pairs and registered voters
is required. In general, the proposed
architecture is flexible to different key
types and generation methods – the form
of asymmetric public-private cryptogra-
phy may be altered as appropriate for
the given deployment. Choices compli-
ant with the Commercial National Secu-
rity Algorithm Suite [16] (CNSA Suite)
would include the Elliptic Curve Digital
Signature Algorithm [9] (ECDSA), as well
as RSA [14] with a minimum key length
of 3072 bits. Similarly, vehicles for hold-
ing users’ private key data may vary ac-
cording to implementation specifics and
requirements, however they should typi-
cally reside in some form of hardware se-
curity module (HSM).

2.4 Voter registration pro-
cess

After the establishment of the Election-
Net in preparation for a voting process,
each SEON will allow users to begin reg-
istration of their public keys and identi-
ties. Each SEON controlled by its own
state’s electoral system may have different
requirements surrounding voter registra-
tion. Subsequently, verification of voter
registration will not be performed by other
nodes in the ElectionNet, instead simple
attestation from the SEON (signed by its
private key) will be produced and trans-
mitted to the other nodes in the network
for inclusion in the block. This provides
flexibility, allowing each state to imple-
ment voter registration checks as required
by law, while also enforcing high levels
of accountability and providing auditabil-
ity to the process of adding voters to the
rolls. For example, through the use of this
system observers will be able to permis-
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Fig.2: The proposed ATEST block production protocol.

sionlessly validate metadata surrounding
submission of new voters to the rolls –
including the frequency of data submis-
sions, the locations of new voters added
to the system, and other appropriate in-
teractions. If the system had been in place
during prior election cycles it would have
been possible to simply dispel concerns
in a number of states that large numbers
of voters were falsely added to the rolls
shortly before the elections took place.
With the proposed system such discrepan-
cies would now be visible and detectable
in real time through statistical analysis of
the speed and timing of the voter registra-
tions.

2.5 Ballot casting and count-
ing procedure

After the voter registration period has
closed the ballot casting and counting pro-
cess may begin. At this point, each SEON
will begin to receive signed votes from
users which they will bundle and submit
to the ElectionNet. As with all other sub-
missions to the ElectionNet, this data will
be inserted into the private ledger (writ-
ten into blocks), and those blocks will be

archived into the public Arweave ledger.
Just as with voter registration informa-
tion, this process will allow observers to
watch the pace of votes, and other meta-
data, in order to validate that votes cast
in the election stem from legitimately reg-
istered voters. This will create an ex-
tremely strong mechanism for dispelling
traditional election integrity concerns sur-
rounding “ballot stuffing”.

This specification does not mandate
any specific vote-counting privacy tech-
nologies are used, instead it provides
broad support for a range of different tech-
nological solutions. One such compatible
privacy scheme would be a simple commit-
reveal mechanism in which voters submit
a hash of their preference along with a
nonce to their SEON. The SEON would
then keep the nonce and preference data
private, but publish the output hash, its
associated metadata, and the vote’s sig-
nature into its data bundles in the Elec-
tionNet. After the election is over and the
votes are to be counted, the SEON may
privately reveal the voting data to the ap-
propriate parties who can tally and offici-
ate the results of the election, validating
the given data against the tamper-proof
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timestamps and cryptographically-signed
votes provided in the ElectionNet and on
the public Arweave ledger.

Another such privacy-preserving vote-
tallying mechanism could be created
through the use of fully homomorphic en-
cryption [1, 7, 17, 5] (FHE) schemes.
While enforcing more rigorous require-
ments upon encryption algorithm choices,
an FHE scheme would also allow users
additional validation options. For exam-
ple, with such a scheme it is possible for
users to validate with cryptographic con-
fidence that their particular vote was cor-
rectly included in the tallying of the fi-
nal counts, without any other party be-
ing able to view information about their
voting choice. Both Google [8] and Mi-
crosoft [12] have recently released FHE
libraries that would be compatible with
the described ATEST specification in this
paper. It is notable, however, that FHE
schemes have only recently reached ma-
turity and therefore potentially present a
more significant danger of cryptographic
breaks and other issues. By contrast, the
simpler ’commit-reveal’-style schemes rely
only upon more established cryptographic
primitives, at the cost of additional fea-
tures.

3 Future Work

The core Arweave team will be spearhead-
ing the development of this proposed ar-
chitecture, after collating and integrating
feedback from potential stakeholders.

The backend architecture and frame-
work will be published by the core Ar-
weave team as open source software, en-
suring that it can be used by anyone for
any purpose without impediment. As a
consequence, users of the system will incur
no software development or licensing costs
relating to the core architecture. Deploy-
ers of the system will likely, however, want
to build appropriate frontend user inter-
faces and ballot tabulation mechanisms
customised for their deployment, which
would incur the traditional financial costs
associated with such design and develop-

ment work.

4 Conclusion

This paper outlines a fully open source ar-
chitecture for increasing verifiability and
public trust in election systems, based on
decentralized ledger technologies. The so-
lution has high security guarantees (cir-
cumnavigating all typical decentralized
ledger attack vectors), plus high scalabil-
ity and verifiability, with low deployment
costs and lead time. Feedback and sug-
gestions from any potential stakeholders
or users are strongly encouraged and wel-
comed by the core Arweave team.
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Sebastian Campos Groth – sebas-
tian@arweave.org

India Raybould – india@arweave.org
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