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EXECUTIVE OVERVIEW

1.7 INTRODUCTION

Beanstalk is a stablecoin protocol where BEAN is the main asset around
which the whole Beanstalk farm works. The users interact with the farm
by using the Beanstalk services, allowing BEAN to periodically cross the

peg.

The Beanstalk Basin Integration aims to integrate the different Wells
deployed in the Basin to allow Stalkholders (DAO members) to interact
with the Wells and swap (or convert) assets that have been deposited
without having to make a withdrawal and thus losing all of the grown and
accumulated stalk.

Beanstalk engaged Halborn to conduct a security assessment on their smart
contracts beginning on May 4th, 2023 and ending on June 8th, 2023. The
security assessment was scoped to the smart contracts provided to the
Halborn team.

1.2 ASSESSMENT SUMMARY

The team at Halborn was provided five weeks for the engagement and assigned
a full-time security engineer to assessment the security of the smart
contract. The security engineer is a blockchain and smart-contract se-
curity expert with advanced penetration testing, smart-contract hacking,
and deep knowledge of multiple blockchain protocols.

The purpose of this assessment is to:

®* Ensure that smart contract functions operate as intended.
® Identify potential security issues with the smart contracts.

In summary, Halborn identified some code inefficiencies that were ad-
dressed/acknowledged by the Beanstalk team.



EXECUTIVE OVERVIEW

1.3 SCOPE

1. Beanstalk Protocol:

®* Commit ID:
b28a58d134fb9a53e1a30e9df695ffbd28ecaf2f
Smart Contracts in scope:

1. C.sol

2. AppStorage.sol
3. InitWhitelist.sol
4. BDVFacet.sol

5. ConvertFacet.sol
6. EnrootFacet.sol

7. SiloFacet.sol

8. WhitelistFacet.sol
9. Oracle.sol

10. SeasonFacet.sol

11. LibConvert.sol

12. LibConvertData.sol
13. LibUnripeConvert.sol
14. LibWellConvert.sol
15. LibMinting.sol

16. LibWellMinting.sol
17. LibTokenSilo.sol

18. LibWhitelist.sol

19. LibWell.sol

20. LibWellBdv.sol


https://github.com/BeanstalkFarms/Beanstalk/pull/378/commits/b28a58d134fb9a53e1a30e9df695ffbd28ecaf2f

EXECUTIVE OVERVIEW

2. Basin (Wells):

® Commit ID:
0949cd7d9658a0525c526b9c771a442c65ee204a
®* Smart Contracts in scope:

1. Well.sol

2. ConstantProduct.sol

3. ConstantProduct2.sol

4. LibMath.sol

5. GeoEmaAndCumSumSmaPump. sol

Fixed Commit ID: 78d7045a4e6900dfbdc5f1119b202b4f30ff6ab8

1.4 TEST APPROACH & METHODOLOGY

Halborn performed a combination of manual and automated security testing
to balance efficiency, timeliness, practicality, and accuracy in regard
to the scope of this assessment. While manual testing is recommended to
uncover flaws in logic, process, and implementation; automated testing
techniques help enhance coverage of the contracts’ solidity code and can
quickly identify items that do not follow security best practices. The
following phases and associated tools were used throughout the term of
the assessment:

®* Smart contract manual code review and walkthrough.

Manual assessment of use and safety for the critical Solidity vari-

ables and functions in scope to identify any arithmetic related

vulnerability classes.

® Manual testing with custom scripts. (Foundry).

Static Analysis of security for scoped contract, and imported func-

tions manually.

® Scanning of solidity files for vulnerabilities, security hotspots
or bugs. (MythX)

®* Static Analysis of security for scoped contract, and imported func-
tions. (Slither)


https://github.com/BeanstalkFarms/Basin/commit/0949cd7d9658a0525c526b9c771a442c65ee204a
https://github.com/BeanstalkFarms/Beanstalk/pull/378/commits/78d7045a4e6900dfbdc5f1119b202b4f30ff6ab8
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®* Testnet deployment (Anvil).
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2. RISK METHODOLOGY

Every vulnerability and issue observed by Halborn is ranked based on two
sets of Metrics and a Severity Coefficient. This system is inspired by
the industry standard Common Vulnerability Scoring System.

The two Metric sets are: Exploitability and Impact. Exploitability
captures the ease and technical means by which vulnerabilities can be
exploited and Impact describes the consequences of a successful exploit.

The Severity Coefficients is designed to further refine the accuracy of
the ranking with two factors: Reversibility and Scope. These capture the
impact of the vulnerability on the environment as well as the number of
users and smart contracts affected.

The final score is a value between 0-10 rounded up to 1 decimal place and
10 corresponding to the highest security risk. This provides an objective
and accurate rating of the severity of security vulnerabilities in smart

contracts.

The system is designed to assist in identifying and prioritizing vul-
nerabilities based on their level of risk to address the most critical
issues in a timely manner.

10



EXECUTIVE OVERVIEW

2.1 EXPLOITABILITY

Attack Origin (AO):

Captures whether the attack requires compromising a specific account.

Attack Cost (AC):

Captures the cost of exploiting the vulnerability incurred by the attacker
relative to sending a single transaction on the relevant blockchain.
Includes but is not limited to financial and computational cost.

Attack Complexity (AX):

Describes the conditions beyond the attacker’s control that must exist in
order to exploit the vulnerability. Includes but is not limited to macro
situation, available third-party liquidity and regulatory challenges.

Metrics:
Exploitability Metric . :
Metric Value Numerical Value
(mg)
L Arbitrary (AO:A) 1
Attack Origin (AO) o
Specific (AO:S) 0.2
Low (AC:L) 1
Attack Cost (AC) Medium (AC:M) 0.67
High (AC:H) 0.33
Low (AX:L) 1
Attack Complexity (AX) Medium (AX:M) 0.67
High (AX:H) 0.33

Exploitability /£ is calculated using the following formula:

E = n Me

11
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2.2 IMPACT

Confidentiality (C):

Measures the impact to the confidentiality of the information resources
managed by the contract due to a successfully exploited vulnerability.
Confidentiality refers to limiting access to authorized users only.

Integrity (I):

Measures the impact to integrity of a successfully exploited vulnerabil-
ity. Integrity refers to the trustworthiness and veracity of data stored
and/or processed on-chain. Integrity impact directly affecting Deposit
or Yield records is excluded.

Availability (A):

Measures the impact to the availability of the impacted component re-
sulting from a successfully exploited vulnerability. This metric refers
to smart contract features and functionality, not state. Availability
impact directly affecting Deposit or Yield is excluded.

Deposit (D):

Measures the impact to the deposits made to the contract by either users

or owners.

Yield (Y):

Measures the impact to the yield generated by the contract for either
users or owners.

12
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Metrics:

Impact Metric

Metric Value

Numerical Value

(mp)

None (I:N) 0
Low (I:L) 0.25
Confidentiality (C) Medium (I:M) 0.5
High (I:H) 0.75

Critical (I:C) 1

None (I:N) 0
Low (I:L) 0.25
Integrity (I) Medium (I:M) 0.5
High (I:H) .75

Critical (I:C) 1

None (A:N) 0
Low (A:L) 0.25
Availability (A) Medium (A:M) 0.5
High (A:H) 0.75

Critical 1

None (D:N) 0
Low (D:L) 0.25
Deposit (D) Medium (D:M) 0.5
High (D:H) 0.75

Critical (D:C) 1

None (Y:N) 0
Low (Y:L) 0.25
Yield (Y) Medium: (Y:M) 0.5
High: (Y:H) 0.75

Critical (Y:H)

Impact / is calculated using the following formula:

I = max(my) +

> my; — max(my)

4




2.3 SEVERITY COEFFICIENT

Reversibility (R):

Describes the share of the exploited vulnerability effects that can be
reversed. For upgradeable contracts, assume the contract private key is
available.

Scope (S):

Captures whether a vulnerability in one vulnerable contract impacts re-
sources in other contracts.

EXECUTIVE OVERVIEW

Coefficient _ :
©) Coefficient Value Numerical Value
None (R:N) 1
Reversibility (r) Partial (R:P) 0.5
Full (R:F) 0.25
Changed (S:C) 1.25

Scope (s)

Unchanged (S:U)

Severity Coefficient (' is obtained by the following product:

C=rs

14
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The Vulnerability Severity Score S is obtained by:

S = min(10, EIC = 10)

The score is rounded up to 1 decimal places.

Severity Score Value Range
Critical 9 -10
High 7 -8.9
4.5 - 6.9
2 - 4.4
0 -1.9

15
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3. ASSESSMENT SUMMARY & FINDINGS

OVERVIEW

CRITICAL

HIGH

0

16
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SECURITY ANALYSIS RISK LEVEL REMEDIATION DATE

(HAL-@1) ENCODE TYPE NOT ENFORCED

WHILE WHITELISTING A TOKEN ACKNOWLEDGED

(HAL-02) UNNECESARY ELSE STATEMENT
AND DELTAB VARIABLE INITIALIZATION

(HAL-03) GAS INEFFICIENCY: > @ IN A

UINT256 INSTEAD OF != @ ACKNOWLEDGED

17
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FINDINGS & TECH DETAILS

4.1 (HAL-01) ENCODE TYPE NOT
ENFORCED WHILE WHITELISTING A
TOKEN - INFORMATIONAL (1.9)

Description:

When whitelisting a token with the whitelistTokenWithEncodeType() func-
tion, the encodeType passed by parameter is not checked if it is 0x00 or
0x01. Then, if the beanDenominatedValue() function is called (which is
called every time the bdv has to be calculated, and it is required for
most of the use cases of a token), the tx reverts if the token has an
invalid encodeType. The inconvenience is that the token cannot be used
in the protocol with this incorrectly set parameter.

Code Location:

96 function whitelistTokenWithEncodeType (
97 address token,

98 bytes4 selector,

99 uint32 stalkIssuedPerBdv,

100 uint32 stalkEarnedPerSeason,

101 bytesl encodeType

102 ) external payable {

103 LibDiamond.enforceIsOwnerOrContract();
Nz LibWhitelist.whitelistToken(

105 token,

106 selector,

107 stalkIssuedPerBdyv,

108 stalkEarnedPerSeason,

109 encodeType

110 )

111 3}

19
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274
275
276
277
278
279
280

L
281
282
283
284
285
286
287
288
289
290
291
292
293
294
295
296

function beanDenominatedValue (address token, uint256 amount)
internal
view
returns (uint256 bdv)

AppStorage storage s = LibAppStorage.diamondStorage();
require(s.ss[token].selector != bytes4(@), "Silo: Token

not whitelisted”);

bytes memory callData;
if (s.ss[token].encodeType == 0x00) {
callData = abi.encodeWithSelector (
s.ss[token].selector,
amount
);
} else if (s.ss[token].encodeType == 0x01) {
callData = abi.encodeWithSelector (
s.ss[token].selector,
token,
amount
)
} else {
revert(”Silo: Invalid encodeType");

20
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Proof of Concept:

1. Beanstalk whitelists a well LP token into the protocol
A user adds liquidity to the well

The user tries to deposit into the Silo the LP tokens previously

received
4. The transaction reverts with Silo: Invalid encodeType

1 function test_vuln_CORE_Whitelist_006() public {

2 vm.prank (owner) ;

3 whitelistFacet.whitelistTokenWithEncodeType(wellAdd,
L, bytes4 (keccak256("wellBdv (address,uint256)")), uint32(10000),
L, uint32(1), 0x02);

4
5 xAddLigSimple(alice, bean.balanceOf(alice), weth.balanceOf
L, (alice));

6 vm.startPrank(alice);

7 well.approve(address(siloFacet), well.balanceOf(alice));

8 siloFacet.deposit(wellAdd, well.balanceOf(alice),

L, LibTransfer.From.EXTERNAL);

9 }

Running 1 test for test/foundry/HalbornBeanstalkTest.t.sol:HalbornBeanstalkTest
[FATL. Reason: Silo: Invalid encodelype] test_wuln_CORE_Whitelist_8@6() (gas: 417632)
Logs:

TX: ADDING LIQUIDITY... @x61A1D7fD8C9bbd82932099DFD47bD2581C23b088c

Test result: (AILED. @ passed; 1 failed; finished in €36.99ms

BVSS:

AO:A/AC:L/AX:L/C:N/I:N/A:H/D:N/Y:N/R:F/S:U (1.9)

Recommendation:

Add a require assertion enforcing the encodeType to be 0x00 or 0x071.

21
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Remediation Plan:

ACKNOWLEDGED: The Beanstalk team acknowledged this finding.

22



FINDINGS & TECH DETAILS

4.2 (HAL-02) UNNECESARY ELSE
STATEMENT AND DELTAB VARIABLE
INITIALIZATION - INFORMATIONAL (1.9)

Description:

In the EVM, all variables are initially zeros. The LibWellMinting.check
() function does not need to initialize the deltaB variable in the else
condition as it is already defined in the return variables of the function,
and is already set to zero.

Code Location:

51 function check(
52 address well
53 ) internal view returns (int256 deltaB) {
54 bytes memory lastSnapshot = LibAppStorage
55 .diamondStorage ()
56 .wellOracleSnapshots[well];
57 // If the length of the stored Snapshot for a given Well
L, is 0,
58 // then the Oracle is not initialized.
59 if (lastSnapshot.length > @) {
60 (deltaB, ) = twaDeltaB(well, lastSnapshot);
61 } else (
62 deltaB = 0;
63 }
64 deltaB = LibMinting.checkForMaxDeltaB(deltaB);
65 3
BVSS:

AO:A/AC:L/AX:L/C:N/I:N/A:H/D:N/Y:N/R:F/S:U (1.9)



FINDINGS & TECH DETAILS

Recommendation:

Consider removing the else condition from the LibWellMinting.check()

function:
51 function check(
52 address well
53 ) internal view returns (int256 deltaB) {
54 bytes memory lastSnapshot = LibAppStorage
55 .diamondStorage ()
56 .wellOracleSnapshots[well];
57 // If the length of the stored Snapshot for a given Well
L, is 0,
58 // then the Oracle is not initialized.
59 if (lastSnapshot.length > @) {
60 (deltaB, ) = twaDeltaB(well, lastSnapshot);
61 3
62
63 deltaB = LibMinting.checkForMaxDeltaB(deltaB);
64 3}

Remediation Plan:

SOLVED: The Beanstalk team solved this issue.

Commit ID : 78d7045a4e6900dfbdc5f1119b202b4f30ff6ab8.


https://github.com/BeanstalkFarms/Beanstalk/commits/78d7045a4e6900dfbdc5f1119b202b4f30ff6ab8

FINDINGS & TECH DETAILS

4.3 (HAL-03) GAS INEFFICIENCY: > 0
IN A UINT256 INSTEAD OF != @ -
INFORMATIONAL (1.9)

Description:

In the ConvertFacet contract, the _depositTokensForConvert() function
uses > 0 to compare if it’s different from @ instead of using != @ which
is more gas efficient when used with unsigned integer data types.

Code Location:

196 function _depositTokensForConvert(

197 address token,

198 uint256 amount,

199 uint256 bdv,

200 uint256 grownStalk // stalk grown previously by this
L, deposit

201 ) internal returns (int96 stem) {

202 require(bdv > @ && amount > @, "Convert: BDV or amount is
L @.");

Proof of Concept:

4 contract HalbornPoC {

5

6 uint256 x;

7 function printGreater () public {

8 x = 1;

9 if (x > 0) {3}

10 }

11

12 function printDifferent() public {

25
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13 x = 1;

14 if (x 1= 0) {}
15 }

16 }

Using printGreater()

gas 49795 gas [
transaction cost 43300 gas [
arxecution cost 22236 gas ik}

Using printDifferent()

gas 26936 gas ([
transaction cost 23422 gas D
execution cost 2358 gas O

BVSS:

AO:A/AC:L/AX:L/C:N/I:N/A:H/D:N/Y:N/R:F/S:U (1.9)

Recommendation:

It is recommended to use != 0 instead of > @ to compare uint variables.

196 function _depositTokensForConvert(

197 address token,

198 uint256 amount,

199 uint256 bdv,

200 uint256 grownStalk // stalk grown previously by this
L, deposit

201 ) internal returns (int96 stem) {

202 require(bdv != @ && amount != @, "Convert: BDV or amount
L, is 0.");
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Remediation Plan:

ACKNOWLEDGED: The Beanstalk team acknowledged the issue.

27
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MANUAL TESTING

For the integration of the Wells in the Beanstalk protocol, the next
steps had to be performed:

1. Fork the mainnet running it locally by using Anvil

2. Deploy a Well with a deployment script wusing the actual
GeoEmaAndCumSmaPump pump contract in the forked environment

3. Update the facets by:

a) Removing with Diamond Cut all the external functions -or the
external functions whose internal functions or libraries- have
changed or have been removed from the mainnet in the new commits

b) Adding with Diamond Cut all the new external functions -or the
external functions whose internal functions or libraries- has

changed or has been added from the mainnet in the new commits

4. Use Foundry for the Unit and Integration testing connected to the
Anvil with the mainnet state and a Well deployed

The assessment mainly focused on the following points:

ENCODE TYPE (test_CORE_Whitelist):

Making sure the upgrades of the Silo Whitelist are correct, focusing
on the whitelist() function the encodeType parameter that allows
0x01 type for the wellBdv function.

WELL BDV (test_CORE_WellBdv):

®* Tracking that the wellBdv() function is correctly implemented when
a Well LP token has been previously whitelisted into Beanstalk.

CONVERTS (test_CORE_Convert):

Checking that the convertLPToBeans() and convertBeansTolLP() func-
tions work as intended in the LibWellConvert library also taking into
account the new two convert types BEANS_TO_WELL_LP, WELL_LP_TO_BEANS

29



MANUAL TESTING

TWA DELTA B (test_CORETwaDBOracle):

Checking the Oracle.sol functionality to get the correct TWA Delta
B in any well containing the BEAN token. Furthermore, checking
stepOracle() and totalDeltaB() functions in the Oracle contract.

ENROOT DEPOSIT (test_CORE_Enroot):

Checking the enrootDeposit() functions are correctly migrated to the
new facet EnrootFacet.sol.

CONSTANT PRODUCT FUNCTIONS (test_WELL):

Checking that the new changes made within ConstantProduct.sol and
ConstantProduct2.sol WellFunction contracts are correctly imple-
mented.

30
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Running 58 tests for test/foundry/HalbornBeanstalkTest.t.sol:HalbornBeanstalkTest

[PASS]
[PASS]
[PASS]
[PASS]
[PASS]
[PASS]
[PASS]
[PASS]
[PASS]
[PASS]
[PASS]
[PASS]
[PASS]
[PASS]
[PASS]
[PASS]
[PASS]
[PASS]
[PASS]
[PASS]
[PASS]
[PASS]
[PASS]
[PASS]
[PASS]
[PASS]
[PASS]
[PASS]
[PASS]
[PASS]
[PASS]
[PASS]
[PASS]
[PASS]
[PASS]
[PASS]
[PASS]
[PASS]
[PASS]
[PASS]
[PASS]
[PASS]
[PASS]
[PASS]
[PASS]
[PASS]
[PASS]
[PASS]
[PASS]
[PASS]
[PASS]
[PASS]
[PASS]
[PASS]
[PASS]
[PASS]
[PASS]
CFAIL.

test_CORE_Convert_20@() (gas:
test_CORE_Convert_@@1() (gas:
test_CORE_Convert_218() (gas:
test_CORE_Convert_@11() (gas:
test_CORE_Convert_@12() (gas:
test_CORE_Convert_@13() (gas:
test_CORE_Convert_@15() (gas:
test_CORE_Convert_@16() (gas:
test_CORE_Convert_@20() (gas:
test_CORE_Convert_@21() (gas:
test_CORE_Convert_@22() (gas:

test_CORE_Enroct_0@0@() (gas:
test_CORE_Enroot_0@1() (gas:
test_CORE_TwaDBOracle_@8@()
test_CORE_TwaDBOracle_8@10)
test_CORE_TwaDBOracle_R@2(0)
test_CORE_TwaDBOracle_8@3()
test_CORE_TwaDBOracle_@@40)
test_CORE_TwaDBOracle_@8180)
test_CORE_TwaDBOracle_@11(0)
test_CORE_TwaDBOracle_812()
test_CORE_TwaDBOracle_30080)

test_CORE_WellBdv_@@1() (gas:
test_CORE_WellBdv_@@2() (gas:
test_CORE_WellBdv_@12() (gas:
test_CORE_WellBdv_@13() (gas:
test_CORE_WellBdv_@14() (gas:
test_CORE_WellBdv_@20() (gas:
test_CORE_WellBdv_127() (gas:
test_CORE_WellBdv_128() (gas:

67

42
42

88
61

43

768
11@

(gas:
(gas:
(gas:
(gas:
(gas:
(gas:
(gas:
(gas:
(gas:

49
97
75

59
58
38
68

test_CORE_Whitelist_@@1() (gas:
test_CORE_Whitelist_@@2() (gas:
test_CORE_Whitelist_@@3() (gas:
test_CORE_Whitelist_@@4() (gas:
test_CORE_Whitelis+t_@@5() (gas:
test_CORE_Whitelist_@@7() (gas:
test_CORE_Whitelist_@@8() (agas:
test_CORE_Whitelist_@1@8() (gas:
test_CORE_Whitelist_@11() (agas:
test_CORE_Whitelist_@28() (gas:
test_CORE_Whitelist_@21() (gas:
test_WELL_@@@() (gas: 224536)

test_WELL_@@1() (gas: 383247
test_WELL_2@2() (gas: 383233
test_WELL_@@3() (gas: 372350
test_WELL_@@4() (gas: 446547
test_WELL_@@5() (gas: 542948

)
)
)
)
)

test_WELL_@@9() (gas: 345376)

test_WELL_212() (gas: 345419
test_WELL_211() (gas: 345417

)
)

test_WELL_10@() (gas: 383224)

test_WELL_1@1() (gas: 224537
test_WELL_1@2() (gas: 383235

test_WELL_111(uint256) (runs:
test_WELL_112Cuint256) (runs:

test _WELL_113(uint256) (runs:

)
)

test_x_depnslt() (gas 233945}

Reason: Silo: Inwvalid encode

243212)

3215)

467974)

8172)
8718)

468211)

8854)
6537)

343921)

1159)

947468)

142)
8539)
477642)
445146)
430537)
431753)
445002)
525185)
483359)
550061)
803155)
3716)
1975)
7456)

747444)

8918)
aase)
3148)
6815)
48719)
55279)
55256)
123198)
31785)
827238)
123263)
123241)
383599)
202181)
466374)

256, p: 446669,
256, p: 648949,
256, p: 817449,

: 446669)
: 648970)
: 817455)

1 test_hal@l_CORE_Whitelist_@@6() (gas:

Type

Test result: c-.LU 5? passad 1 fallad finished in 79@.59%ms

417612)
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AUTOMATED TESTING

6.1 STATIC ANALYSIS REPORT

Description:

Halborn used automated testing techniques to enhance the coverage of cer-

tain areas of the scoped contracts. Among the tools used was Slither, a

Solidity static analysis framework. After Halborn verified all the con-

tracts in the repository and was able to compile them correctly into their
ABI and binary formats, Slither was run on the all-scoped contracts. This
tool can statically verify mathematical relationships between Solidity

variables to detect invalid or inconsistent usage of the contracts’ ABIs

across the entire code-base.

Slither Results:

BDVFacet.sol A _ ) o .

LibCurve.getY(uint256,uint256[2],uint256,uint256) (contracts/libraries/Curve/LibCurve.sol#49-81) performs a multiplication on the result
/ (_x % N_COINS) (contracts/libraries/Curve/LibCurve.sol#67)
(c % D % A_PRECISION) / (Ann % N_COINS) (contracts/libraries/Curve/LibCurve.so1#70)
LibCurve. gstD(uxn(ZEb[Z] uint256) (contracts/libraries/Curve/LibCurve.sol#83-112) performs a multiplication on the result of a division:
D_P % D) / (xp[_j] * N_COINS) (contracts/libraries/Curve/LibCurve.sol#161)
(((Ann % $) / A_PRECISION + D_P % N_COINS) % D) / (((Amn — A_PRECISION) % D) / A_PRECISION + (N_COINS + 1) * D_P) (contracts/libraries/Curve/LibCurve.s01#104-106)
ision:

s

LibCurve. get¥D{uint256, uint258, uint28s[2), bint266) (contracts/libraries/Curve/LibCurve.s0l#114-145) perforns s multiplication on the result of a divi
~c = (c % D) / (_x % N_COINS) 1cwntracts/llhranes/CurVe/L)hCurve 501#131)
-c = (c % D % A_PRECISION) / (Ann NS) (contracts/libraries/Curve/LibCurve.sol#134)

https://github. cnm/crytlc/sl)ther/w)k)/Detectur—Dncumentzt)nn#dlv)de—hefure-multlp y

LibCurve.getY(uint266,uint256[2],uint256,uint266) . i 5cnpe @ (contracts/libraries/Curve/LibCurve.sol#74) is a local variable never initialized
LibCurve.getYD(uint256, uint266, uint266[2], uint256) _i_scope_0 (contracts/libraries/Curve/LibCurve.sol#138) is a local variable never initialized
LibCurve.getD(uint256[2],uint256)._: (contracte/1ibraries/Carve/LibCurve-so1#100) is 3 local varisbie never initielized
LibCurve.getD(uint256[2],uint256). _: (cuntrzcts/llhxarles/Curve/L)bCurve s01#91) is a local variable never initiali
LibCurve.getD(uint256(2],uint256) cope_8 (contracts/libraries/Curve/LibCurve.sol#98) is a local variable never initialize
ontracts/libraries/Curve/LibCurve.sol#127) is a local variable never initialized

LibCurve.getYD(uint256, uint256, vini2s6(2], bintz56)
LibCurve. get¥(uint256, uint256(2],uint256, uint256) i (contracts/Libraries/Curve/LibCurve.sol#62) is  local varisble never initialized

Referencs

d-local

Reference: https://github.com/crytic/slither/wiki

beAPnS\orage diamondStorage() (contracts/libraries/LibAppStorage.sol#15-19) uses assembly
ASM (contracts/libraries/LibAppStorage.sol#16-18)
Reference: https,//glmub com/crytic/slither/wiki/Detector-Documentation#assembly-usage

Different versions of Solidity are used:
.7

ersion used: 6", .6.0<0.8.0']
16.80.8.0 (1ib/openzeppelin-contracts/contracts/math/Safemath. sol#3)

.6.0<0.8.0 (1ib/openzeppelin-contracts/contracts/token/ERC20/IERC20.501#3)
.6.6<0.8.0 (1ib/openzeppelin-contracts/contracts/utils/Counters.sol#3)
- =0.7.6 (contracts/C.s0l#3)
~ ABIEncoderV2 (contracts/C.sol#4)
- .6 (contracts/beanstalk/AppStorage.sol#3)
~ ABIEncoderV2 (contracts/beanstalk/AppStorage.sol#4)
- .6 (contracts/beanstalk/silo/BDVFacet.sol#5)
- ABIEncoderV2 (contracts/beanstalk/silo/BDVFacet.sol#6)

.7.6 (contracts/interfaces/IBean.sol#3)
= ABIEncoderV2 (contracts/interfaces/IBean.s01#4)
- ABIEncoderV2 (contracts/interfaces/ICurve.sol#2)
- =0.7.6 (contracts/interfaces/ICurve.sol#3)
- ABIEncoderV2 (contracts/interfaces/IDiamondCut.sol#2)

6 (contracts/interfaces/IDiamondCut.so1#3)
ABIEncoderV2 (contracts/interfaces/IFertilizer.sol#2)
0.7.6 (contracts/interfaces/IFertilizer.sol#3)
- ABIEncoderV2 (contracts/interfaces/IProxyAdmin.sol#2)
0.7.6 (contracts/interfaces/IProxyAdnin.sol#3)
.7.6 (contracts/libraries/Curve/LibBeanMetaCurve.sol#3)
Z ABIEncoderV2 (contracts/libraries/Curve/LibBeanMetaCurve . sol#4)
- =0.7.6 (contracts/libraries/Curve/LibCurve.sol#3)
- ABIEncoderV2 (contracts/libraries/Curve/LibCurve.sol#4)
- =0.7.6 (contracts/libraries/Curve/LibMetaCurve.sol#3)
-~ ABIEncoderV2 (contracts/libraries/Curve/LibMetaCurve.sol#s)
.7.6 (contracts/libraries/Decimal.sol#5)
~ ABIEncoderV2 (contracts/libraries/Decimal.sol#6)
- =0.7.6 (contracts/libraries/LibAppStorage.sol#3)
- ABIEncoderV2 (contracts/libraries/LibAppStorage.sol#4)
- =0.7.6 (contracts/libraries/LibUnripe.s0l#3)
- ABIEncoderV2 (contracts/libraries/LibUnripe.sol#4)
https://github.com/crytic/slither/wiki/Detect

ation#diff p irecti

Reference:

C.UniV3EthUsdc() (contracts/C.sol#179-181) is never used and should be removed
C.bean() (contracts/C.sol#147-149) is never used and should be remover

C.beanAddress() (contracts/C.sol#103-105) is never used and should be removed
C.curve3PoolAddress() (contracts/C.sol#171-173) is never used and should be removed
C.curveMetapoolAddress() (contracts/C.so1#107-109) is never used and should be removed
C.curveZap() (contracts/C.sol#163-165) is never used and should be remov
C.curvezapAddress() (contracts/C.sol#167-169) is never used and should be removed
C.dollarPerUnripeLP() (contracts/C.sol#207-209) is never used and should be removed
C.exploitAddLPRatio() (contracts/C.sol#211-213) is never used and should be removed
C.fertilizer() (contracts/C.sol#183-185) is never used and should be remov
C.fertilizerAddress() (contracts/C.sol#187-189) is never used and should be removed
C.fertilizerAdmin() (contracts/C.sol#191-193) is never used and should be removed
C.getBlockLengthSeconds () (contracts/C.sol#79-81) is never used and should be removed
C.getChainId() (contracts/C.sol#83-85) is never used and should be removed

33



AUTOMATED TESTING

ConvertFacet.sol

ConvertFacet.enrootDeposits(address, int96[1,uint256[1) (contracts/beanstalk/silo/ConvertFacet.sol#179-222) performs a multiplication on the result of a division:
amounts[i].mul(newBDV).div(ar.tokensRemoved) (contracts/beanstalk/silo/ConvertFacet.sol#196)
-newstalk = newStalk.add(bdv.mul(_stalkPerBdv).add(LibSilo. stalkReward (stens[1], LastSten, uint128(bdv)))) (contracts/beanstalk/silo/ConvertFacet.sol4266-214)
LibCurve.getY(uint256,uint256(2],uint256,uint256) (contracts/libraries/Curve/LibCurve.sol#49-81) performs a multiplication on the result of a divisiol
(c % D) / (_x x N_COINS) (contracts/libraries/Curve/LibCurve.sol#67)
(c % D % A_PRECISION) / (Ann % N_COINS) (contracts/libraries/Curve/LibCurve.so1#70)
LibCurve. ustD(uxn(ZSb[Z] uint256) (contracts/libraries/Curve/LibCurve.sol#83-112) performs a multiplication on the result of a division:
= (D_P x D) / (xp[_j] * N_COINS) (contracts/libraries/Curve/LibCurve.sol#1¢
0= (((Amn # S) / ALPRECISION + D_P  N.COINS) % D) / (((Amn - A_PRECISION) * D) / A_PRECISION + (N.COINS + 1) % D_P) (contracts/libraries/Curve/LibCurve. sol#164-106)
LibCurve. getVD(u)ntZSé uint256,uint266[2],uint256) (contracts/libraries/Curve/LibCurve.sol#114-145) performs a multiplication on the result of a division:
D) / (_x * N_COINS) (contracts/libraries/Curve/LibCurve.sol#131)
Tox A_PRECISION) / (Ann % N_COINS) (contracts/libraries/Curve/LibCurve.sol#134)
LibpRMath. mulDiv(uint256,uint256,uint256) (contracts/libraries/LibPRBMath.sol#185-263) performs a multiplication on the result of a division:
enammatnr = denominator / twos (contracts/libraries/LibPRBMath. souzn)
rse denominator) " 2 (contracts/libraries/LibPRBMath.sol#2
LibpREMath mulD)vlu)ntZSé uint256, uint256) (cnnuacts/lmranes/unpnsuam,suluss 263) performs a multiplication on the result of a division:
twos (contracts/libraries/LibPRBMath.sol#231)
2 - denominator  inverse (contracts/libraries/LibPRBMath.so1#256)
LibpREMath mulevlu:\ntZSb uint256,uint256) (contracts/libraries/LibPREMath.so1#185-263) performs a multiplication on the result of a division:
denominator / twos (contracts/libraries/LibPRBMath.sol#231)
e %= 2 — denominator % inverse (contracts/libraries/LibPRBMath.sol#251)
LthRBMath mulev(u:\ntZSé uint256,uint256) (contracts/libraries/LibPRBMath.so1#185-263) performs a multiplication on the result of a division:
ator = denominator / twos (contracts/libraries/LibPREMath.sol#231
nve: - denominator % inverse (contracts/libraries/LibPRBMath.sol#252)
LibpRaMath. mulD)v(u)ntZSé uint256,uint266) (contracts/libraries/LibPRBMath.s01#185-263) performs a multiplication on the result of a division:
denominator / twos (contracts/libraries/LibPRBMath. s01#231)

-bdv =

—denum)natnr

ﬂienammatur
nve - denominator * inverse (contracts/libraries/LibPRBMath.s0l#253)
LibpRaMath. mull})v(u)ntzsé uint256,uint256) (contracts/libraries/LibPRBMath.s0l#185-263) performs a multiplication on the result of a division:
/ twos ( libraries/LibPRBMath.sol#231)

se %= 2 - denominator  inverse (contracts/libraries/LibPRBMath.sol#254)
LibPREMath. mulD)vlu)ntZSb,ulnt256 uint256) (contracts/libraries/LibPRBMath.sol#185-263) performs
libraries/LibPRBMath.sol#231)
—inverse *= 2 - denominator x inverse (contracts/libraries/LibPRBMath.s01#255)
LibPRBMath. mulevlu:\n\:ZSé uint256,uint256) (contracts/libraries/LibPRBMath.so1#185-263) performs a multiplication on the result of a division:

a multiplication on the result of a division:

= prode / twos (contracts/libraries/LibPRBMath.so1#234)
ult = prodo * inverse (contracts/libraries/LibPRBMath.so1#261)
unu"npesun.,remnveuanpewnepasn(adamss uint32,uint256) (contracts/libraries/ilo/LibUnripeSilo.sol#212-289) performs a multiplication on the result of a division:
ved = amount.mul(bdvi).div(amount1) (\:unttac(s/llbra()es/Slla/L)hunrlveS)lnAsn]JvZ
e Talaccount]  1p. depositseadsisason) = s.alaccount].1 eason]. d.mul(4)) ( libraries/Silo/LibUnripeSilo. sol#231-235)

Reference: https://github.com/crytic/slither/wiki/Detector-Docunentation#divide-before-multip!

Reentrancy in sila.,elaimplenmaddmss) (contracts/beanstalk/silo/SiloFacet/Silo.s0l#147-154) :

External calls

- C.threeCrv(). safeTnnsfex(accaunt,ulenty) (contracts/beanstalk/silo/SiloFacet/Silo.sol#150)

State variables written after t

- delete s.alaccount].sop. Dlen!y (Gontzacts /beanstalk/silo/SiloFacet/Silo. sol#151)
cty ion#reent:

Reference: https://github.com/crytic/slither/wiki/Detec

LibCurve.getD(uint266[2],uint256)._i_scope_8 (contracts/libraries/Curve/LibCurve.sol#98) is a local variable never initialize
LibLegacyTokenSilo. mchndMlgrzte(addxess address[],uint32[1[],uint256[1[1) .perTokenData (cnntracts/llhrznes/Sllu/L)hLegzcyTukenS)ln s01#371) is a local variable never initialized
LibCurve.getYD(uint256,uint256, uint256[2],uint256). i ( ibraries/Curve/LibCur 1#127) is a local variable never initi
LibCurve.getY(uint256, uint256[2],uint256, uint256)._i (contracts/libraries/Curve/LibCurve.sol#62) is a local variable never Tnitislized
LibCurve.getD(uint256[2], uint256) contracts/libraries/Curva/LibCurve. sol#91) is a local variable never initialize
veFunctions (add bytesal]). sel t libraries/LibDiamond.sol#162) is a local variable never initialized
LibSilo i dd; nt96L1, u)ntZSé[]) i (contracts/libraries/Silo/LibSilo.sol#555) is a local variable never initialized
waartFacst enrootDeposits(address, 1nt96[] Uinezs6l1).1 (bantracts/beanstalk/eilo/Convertracet.col#195) is a local varisble never initislized
bD: unctions (ad 4[]).selectorIndex (contracts/libraries/LibDiamond.sol#147) is a local variable never initialized
L)bcurve petvntumtzsé,umzzse,u;nt156[2],umtzsé). i_scope_8 (contracts/libraries/Curve/LibCurve.sol#138) is a local variable never initializ
ConvertFacet._withdrawTokens(address,int96[],uint256[],uint256).a (contracts/beanstalk/silo/ConvertFacet.sol#234) is a local variable never inieialized
LibDiamond. addFunctions (address, bytesb[])Aselec(urIndex (contracts/libraries/LibDiamond.s01#129) is a local variable never initialized

i libraries/Silo/LiblLegacyTokenSilo.sol#587) is a local variable never initialized

LibLegacyTokenSilo. _ )i
wAndMlgrzte(address addmss[] uint32[1[],uint256[1[]) .migrateData (contracts/libraries/Silo/LiblegacyTokenSilo.s0l#367) is a local variable never initialized

ilities-1

LibLegacyTokenSilo.
Libcurve. netD(uxntZSb[Z] ,Uint256) . ibraries/Curve/LibCur 1#100) is a local variable never initialized
1, add bytes).facetIndex (contracts/libraries/LibDiamond.sol#164) is a local variable never initialized
CibCurve. getV(u)ntZEé u1nt256[2],u)nt256 uint256)._i_scope_0 (contracts/libraries/Curve/LibCurve.sol#74) is a local variable never initialize
slither/wiki. i initiali cal-variabl

Reference: https://github.
LibUnripesilo.unripeLPDep uint32).bdv (contracts/libraries/Silo/LibUnripeSilo.sol#306) is written in both
(amount, bdv) = getBeanEthUnripeLP(account,season) (contracts/libraries/Silo/LibUnripeSilo.sol#312)

uint256(s.alaccount]. legacyDeposits[C.unripelPAddress() 1[season].bdv) .add(legBdv) (contracts/libraries/Silo/LibUnripeSilo.sol#329-331)

bdv =
: https://github. ytic/slither/wiki, ter-writ

it(add

WhitelistFacet.sol

LibPRBMath.mulDiv(uint256,uint256,uint256) (contracts/libraries/LibPRBMath.sol#185-263) performs a multiplication on the result of a division
~denoninator = denominator / twos (contracts/libraries/LibPREMath. so1#231)
nverse = (3 * denominator) 2 (contracts/libraries/LibPRBMath.sol#246)
LibPRBMath . mulbiv(uint256, uint256, uint256) (contracts/libraries/LibPRBMath. so1#185-263) perforns a multiplication on the result of a division:
enumnator denominator / twos (contracts/libraries/LibPRBMath.sol#231)
inverse %= 2 - denominator * inverse (contracts/libraries/LibPRBMath.sol#250)
LibPRaMath. mulev(uxntZSb uint256,uint256) (contracts/libraries/LibPRBMath.sol#185-263) performs a multiplication on the result of a division:
ator = denominator / twos (contracts/libraries/LibPRBMath.sol#231)
—inverse x= 2 - denominator x inverse (contracts/libraries/LibPRBMath.sol#251)
LibPREMath . nulDiv(uint256, uint256, uint256) (contracts/libraries/LibPReMath. sol#185-263) perforns a multiplication on the result of a division:
lenominator = denominator / twos (contracts/libraries/LibPREMath.sol#231)
-inverse x= 2 - denominator x inverse (contracts/libraries/LibPRBMath.sol#252)
LibPRBMath.. muln)v(u)ntzﬁb uint256,uint256) (contracts/libraries/LibPRBMath.sol#185-263) performs a multiplication on the result of a division:
nator - denominator / twos (contracts/libraries/LibPRBMath.sol#231)
*= 2 - denominator * inverse (contracts/libraries/LibPRBMath.sol#253)
LibpREMath mulD)v(u)ntZﬁé uint256,uint256) (contracts/libraries/LibPRBMath.sol#185-263) performs a multiplication on the result of a division:
~denominator = denominator / twos (contracts/libraries/LibPRBMath.sol#231)
~inverse x= 2 - denominator % inverse (contracts/libraries/LibPRBMath.sol#254)
LibPRBMath.mulDiv(uint256,uint256,uint256) (contracts/libraries/LibPRBMath.sol#185-263) perforns a multiplication on the result of a division:
inator = denominator / twos (contracts/libraries/LibPREMath.sol#231)
Tse = 2 - denominator x inverse (contracts/libraries/LibPRBMath.sol#255)
LibPRBMath. mulev(uxn(ZEé uint256,uint256) (contracts/libraries/LibPRBMath.sol#185-263) performs a multiplication on the result of a division:
= prode / twos (contracts/libraries/LibPRBMath.so1#234)
resul( = prodo x inverse (contracts/libraries/LibPRBMath.s01#261)
LibUnripeSilo._removeUnripeLPDeposit (address, uint3z, uint25e) (contracts/libraries/Silo/LibunripeSilo.sol212-289) perforns a multiplication on the result of 3 division:
moved = amount.mul(bdv1).div(amount1) (mntracts/hhranes/suu/unumuesua,suuzaa)
-s.alaccount].1p.depositSeedsseason] = s.alaccount].l; season].sub( d.mul(4)) ( libraries/Silo/LibUnripeSilo.sol#231-235)
https://github.com/crytic/slither/wiki/Detector-Documentation#divide-before-multiply

Reference

Contract lnck)r\g ether found:
ract WhitelistFacet (contracts/beanstalk/silo/WhitelistFacet.sol#16-62) has payable functions:
S unitelistFacet . denniteliatTokon(address) (contracts/beansialk/oslo/MhitolistFaces. so1432-5
- WhitelistFacet.whitelistToken(address, bytess,uint32,uint32) (contracts/beanstalk/silo/whitelistFacet.s01#37-50)
dd uint32) ts/beanstalk/silo/WhitelistFacet.sol#52-61)

- WhitelistFacet.updat,
t doss not have a function to withdraw the ether

Reference: https://github.com/crytic/slither/wiki,

ion#cont:

LibDiamond.addFunctions (address, bytes4[]) .selectorIndex (contracts/libraries/LibDiamond.sol#129) is a local variable never initiali:
LibDiamond.diamondCut (IDiamondCut.FacetCut[],address, bytes).facetIndex (contracts/libraries/LibDiamond.sol#184) is a local variable never initialized

LibDiamond.removeFunctions (address, bytes4[]).selectorIndex (contracts/libraries/LibDiamond.sol#162) is a local variable never initialized
LibLegacyTokenSilo._claimithdrawals(address,address,uint32[1).i (contracts/libraries/Silo/LiblLegacyTokenSilo.sol#587) is a local variable never initialized
LibDiamond.replaceFunctions(address,bytes4[]).selectorIndex (contracts/libraries/LibDiamond.sol#147) is a local variable never initialized

L)bLegacyTokenS)lm mowAndMigrate (address, address[],uint32(1[],uint256[]1[1) .perTokenData (contracts/libraries/Silo/LibLegacyTokenSilo.so1#371) is a local variable never initialized

mnveDeposusmeAccuunt(aﬂﬂuss address, int96[],uint256[1).i (contracts/libraries/Silo/LibSilo.sol#555) is a local variable never initialized
L)bL address(],uint32(1[],uint256[1(1).migrateData (contracts/Libraries/Silo/LibLegacyTokenSilo.sol#367) is a local variable never initialized

(
Reforence: https: //nmmb com/crytic/slither/wiki,

nitialized-local-variables

LibUnripeSilo.unripeLPDeposit(address,uint32).bdv (contracts/libraries/Silo/LibUnripeSilo.sol#306) is written in both
(amount, bdv) = getBeanEthUnripeLP(account,season) (contracts/libraries/Silo/LibUnripeSilo.sol#312
v = uint256(s.alaccount].legacyDeposits[C.unripeLPAddress()J[season].bdv) .add(legBdv) (contracts/libraries/Silo/LibUnripeSilo.sol#329-331)

ba
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#write-after-write

‘LibLegacyTokenSilo. mowAndMigrate(address, address(],uint32(1(],uint266[1(1).perDepositData (contracts/Libraries/silo/LibLegacyTokenSilo.sol#376)
il0.501#345-434) potentially used before declaration: s[il.length (contracts/libraries/Silo/LibLegacyTokenSilo.sol#37:

ationf#tpre-declaratic ge-of-local-variables

Variable
/libraries/Silo/LibLegacyTok
Reference: https://github.com/crytic/slither/wiki/Detector-|

Reentrancy in LibTokenSilo.deposit(address,address,int96,uint256) (contracts/libraries/Silo/LibTokenSilo.sol#108-116)

External calls:
v = beanDenominatedValue(token,amount) (contracts/libraries/Silo/LibTokenSilo.sol#1’
address(this).call(callbata) (contracts/libraries/Silo/LibTokenSilo.sol#286-288)

- (success, data) =
Event emitted after the call(s):
- AddDeposit(account, token, stem, amount,bdv) (contracts/libraries/Silo/LibTokenSilo.so1#203)
~ depositWithBDV(account, token, stem,amount,bdv) (contracts/libraries/Silo/LibTokenSilo.sol#115
- TransferSingle(msg.sender,address(®),account, uint256 (depositId),amount) (contracts/libraries/Silo/LibTokenSilo.s0l#195-201)
posithithBDV(account, token, stem, amount,bdv) (contracts/libraries/Silo/LibTokenSilo.sol#1’

Reference: https://github.com/crytic/slither/wiki/Detector-Documentationfreentrancy-vulnerabilities-3

LmADPStuxaqe mamumsmragen (r;amxacts/llhraneS/L)hAPDSturage.501#15 19) uses assembly
E ASM (contracts/libraries/LibAppStorage.sol#16-18)
LibBytes. tuU)n(S(bytEs uint256) 1cantracts/1)bxanes/ubay(es,sulns 28) uses assembly
INE ASM (contracts/libraries/LibBytes.sol#23-25)
leBytes tnU)n(BZ(bytes uint256) (contracts/libraries/LibBytes.sol#34-44) uses assembly
LINE ASM (contracts/libraries/LibBytes.sol#39-41)

in LiblegacyTokenSilo. mowAndMigrate(address,address(], uin
5
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SiloFacet.sol

LibPRBMath.mulDiv(uint256,uint256,uint256) (contracts/libraries/LibPRBMath.sol#185-263) perforns a multiplication on the result of a division:
- ennminatur denominator / twos (contracts/libraries/LibPRBMath.sol#231)
* denominator) * 2 (contracts/libraries/LibPRBMath.sol#246)
LibpRBMath. mull})v(u)ntzsb uint256,uint256) (contracts/libraries/LibPREMath.s0l#185-263) performs a multiplication on the Tesult of a division:
/ twos ( libraries/LibPRBMath.sol#231)
2 - denominator  inverse (contracts/libraries/LibPRBMath.sol#256)
LibpREMath mulD)vlu)ntZSb,ulnt256 uint256) (contracts/libraries/LibPRBMath.sol#185-263) performs a multiplication on the result of a division:
7 twos ( libraries/LibPRBMath.sol#231)
~ denominator x inverse (contracts/libraries/LibPRBMath.sol#261)
LibPRBMath. mulevlu:\n\:ZSé uint256,uint256) (contracts/libraries/LibPRBMath.sol#185-263) perforns a multiplication on the result of a division:
denominator = denominator / twos (contracts/libraries/LibPREMath.sol#231)
enominator % inverse (contracts/libraries/LibPRBMath.sol#252)
LiboReMath . mulD)v(u)ntZSb uint256,uint256) (contracts/libraries/LibPRBMath.sol#185-263) perforns a multiplication on the result of a division:
7denam)nztnr = denominator / twos (contracts/libraries/LibPRBMath.sol#231)
- denominator x inverse (contracts/libraries/LibPREMath.so1#253)
LibPREMath mULDiv (sint256, uint2ss, sint256) (contracterlibraries/LbPREMRT. so1#185.263) perforns a multiplication on the result of a division:
dencmm.ltnr denominator / twos (contracts/libraries/LibPRBMath.sol#231)
enominator * inverse (contracts/libraries/LibPRBMath.sol#254)
LibPRBMath mulmwumtzsa uint256,uint256) (contracts/libraries/LibPREMath.sol#185-263) performs a multiplication on the result of a division:
twos (contracts/libraries/LibPRBMath.sol#231)
- denominator x inverse (contracts/libraries/LibPRBMath.sol#255!
LibPREMath . mulbiv(uint266, uint256, uint286) (contracts/libraries/LibPREMath.so1#185-263) performs a multiplication on the result of a division:
-pro na prode / twos (contracts/libraries/LibPRBMath.sol#234)
= prodo x inverse (contracts/libraries/LibPRBMath.s0l#261)
Lthnrlpanlu. PDeposit (add: uint32,uint256) lo/LibUnripeSilo.sol#212-289)
m

. performs a multiplication on the result of a division:
oved = amount.mul(bdv1).div(amount1) (cnntrac(s/llbrzr)es/Slln/L)hunrlveS)lnAsnllZSQ
-s.alaccount].1p.depositSeeds[season] = s.alaccount].1

son]. sub( d.mul(4)) (
https://github. cum/uync/shmex/wjk)/netectux-nncumentztinnxniviae-uefum-muniply

inverse *:

Reference

ilo/LibUnripeSilo.so1#231-235)
LihTransFex IERC20, uint dd

LibTransfer.To) ( libraries/Token/LibTransfer.sol#73-83) uses a dangerous strict equality:
© (contracts/libraries/Token/LibTransfer.sol#79)
Reference: nnps //github. /slither/wiki, i

1iti
Reentrancy in Silo._claimPlenty(address) (contracts/beanstalk/silo/SiloFacet/Silo.sol#147-154)
External calls:
- C.threeCrv().safeTransfer(account,plenty) (contracts/beanstalk/silo/SiloFacet/Silo.sol#150)
State variables written after the call(s):

- delete s.alaccount].sop.plenty (contracts/beanstalk/silo/SiloFacet/Silo.sol#151)
Reference: https://github.com/crytic/slither/wiki,

ities-1

SiloFacet .nowkultiple(address, address(]).1 (contracts/baznstalk/ello/SiloFacat/SiloFacat.s014270) is a local varisbla naver initislize

LibSilo. int96[],uint256[1).1 (contracts/libraries/Silo/LibSilo.sol#555) is a local variable never initialized
LibLegacyTokensilo. cla1mw1thdrawz]s(addresi addxess uint32[1).i (contracts/libraries/Silo/LiblLegacyTokenSilo.sol#587) is a local variable never initialized

LibLegacyTokenSilo._mowAndMigrate (address, address(],uint32{1(],uint256[1[]) .perTokenData (contracts/libraries/Silo/LibLegacyTokenSilo.sol#371) is a local variable never initi:
SiloFacet.safeBatchTransferFrom(address,address,uint256[1,uint256[ ], bytes).i (contracts/beanstalk/silo/SiloFacet/SiloFacet.sol#24

243) is a local variable never initiali
TokenSilo._transferDeposits(address, address, address, int96(],uint266(1).1 (contracts/beanstalk/silo/SiloFacet/TokenSilo.sol#335) is a local variable never initializ

ed
LibLegacyTokenSilo._mowAndMigrate(address,address[],uint32[1(],uint256[1(]).migrateData (contracts/libraries/Silo/LibLegacyTokenSilo.sol#367) is a local variable never initialized
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#uninitialized-local-varial

lized

LibUnripeSilo.unripeLPDeposit(address,uint32).bdv (contracts/libraries/Silo/LibUnripeSilo.sol#386) is written in both
(amount, bdv) = getBeanEthUnripeLP(account,season) (contracts/libraries/Silo/LibUnripeSilo.sol#312

uint256(s.alaccount].legacyDeposits[C.unripeLPAddress()][season].bdv).add(legBdv) (contracts/libraries/Silo/LibUnripesilo.sol#329-331)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#write-after-write

variable 'LibLegacyTokenSilo. mowAndMigrate(address,address(],uint32[1[1,uint256[1[1).perDepositData (contracts/libraries/Silo/LibLegacyTokenSilo.s0l#376)" in LibLegacyTokenSilo
/libraries/Silo/LibLegacyTokenSilo.s01#345-434) potentially used before declaration:

. _mowAndMigrate (address, address[1,uin
j < seasons[il.length (contracts/libraries/Silo/LiblLegacyTokenSilo.s01#375)
Reference: https://github.com/crytic/slither/wiki/Detect

ation#pre-declaratic ~local-variables

Reentrancy in Silo._claimPlenty(address) (contracts/beanstalk/silo/SiloFacet/Silo.sol#147-154):
xternal calls:

- C.threeCrv().safeTransfer(account,plenty) (contracts/beanstalk/silo/SiloFacet/Silo.sol#150)
Event emitted after the call(s):

laimPlenty (account,plenty) (contracts/beanstalk/silo/SiloFacet/Silo.sol#15
Reentrancy in SiloFacet.deposit(address,uint256, LibTranster.Fron)

. (contracts/beanstalk/silo/SiloFacet/SiloFacet.sol#50-68):
External calls:

- amount = LibTransfer.receiveToken(IERC20(token),_amount,msg.sender, mode)

- (bdv,stem)

(contracts/heansta]k/5110/51]DFacet/SlloFacet 501#61-66)
_deposit(msg.sender, token,amount) (contracts/beanstalk/silo/SiloFacet/SiloFacet.so.
- stalk

LibTokenSilo.deposit(account, token, stem = LibTokenSilo.stemTipForToken(token), ammmt] (contracts/beanstalk/silo/SiloFacet/TokenSilo.s0l#162-167)
- (success,data) = address(this).call(callData) (contracts/libraries/Silo/LibTokenSilo.so1#286-288)
Event emitted after the call(s):
- AddDeposit (account, token, stem, amount, bdv) (contracts/libraries/Silo/LibTokenSilo.sol#203
¢ ¢

bdv, stem) = _deposit(msg.sender, token,amount) (contracts/beanstalk/silo/SiloFacet/SiloFacet.sol#67)
- StalkBalanceChanged(account,int256(stalk),int256(roots)) (contracts/libraries/Silo/LibSilo.sol#16:

AppStorage.sol

Different versions of Solidity are used:
- Version used: ['=0.7.6', '>=0.6.0<0.8.0']
.6.0<0.8.0 (1ib/openzeppelin-contracts/contracts/math/SafeMath.so1#3)
.6.6<0.8.0 (1ib/openzeppelin-contracts/contracts/token/ERC26/TERC28.501#3)
.6.0<0.8.0 (1ib/openzeppelin-contracts/contracts/utils/Counters.sol#3)
0.7.6 (contracts/beanstalk/AppStorage.sol#3)
- ABIEncoderV2 (contracts/beanstalk/AppStorage.soli)
- ABIEncoderV2 (contracts/interfaces/IDiamondCut.sol#2)
7.6 (contracts/interfaces/IDiamondCut.s01#3)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#different-pragma-directives-are-used

Counters. current (Counters.Counter) (1ib/openzeppelin-contracts/contracts/utils/Counters.sol#28-38) is never used and should be removed
Counters.decrement (Counters.Counter) (1ib/openzeppelin-contracts/contracts/utils/Counters.sol#37-39) is never used and should be removed
Counters. increment (Counters.Counter) (1ib/openzeppelin-contracts/contracts/utils/Counters.sol#32-35) is never used and should be removed
SafeMath.add(uint256,uint256) (1ib/openzeppelin-contracts/contracts/math/SafeMath.so1#85-89) is never used and should be removed
SafeMath.div(uint256,uint256) (1ib/openzeppelin-contracts/contracts/math/SafeMath.sol#135-138) is never used and should be removed
SafeMath.div(uint256,uint256,string) (1ib/openzeppelin-contracts/contracts/math/SafeMath.sol#190-193) is never used and should be removed
SafeMath.mod (uint256,uint256) (1ib/openzeppelin-contracts/contracts/math/SafeMath.sol#152-155) is never used and should be removed
safeMath.mod(uint256,uint256, string) (1ib/openzeppelin-contracts/contracts/math/SafeMath.sol#210-213) is never used and should be removed
SafeMath.mul(uint256,uint256) (1ib/openzeppelin-contracts/contracts/math/SafeMath.sol#116-121) is never used and should be removed
SafeMath. sub(uint256,uint256) (1ib/openzeppelin-contracts/contracts/math/SafeMath.sol#161-104) is never used and should be removed
SafeMlath. subluint256, uint2ss, string) (Lib/openzeppelin-contracts/contracts/math/Safellath. sol#170-173) is never used and

SafeMath. tryAdd(uint256,uint256) (1ib SafeMath.sol#24-28) is never used and should be removed
SafeMath. tryDiv(uint256, uint256) (])b/unenzeppel)n—cuntxacts/cun(xzcts/mzth/safsMath.sulbe 63) is never used and should be removed
SafeMath. tryMod(uint256,uint256) (1ib/openzeppelin-contracts/contracts/math/SafeMath.s01#76-73) is never used and should be removed
SafeMath. tryMul (uint256,uint256) (Lib/openzeppelin-contracts/contracts/math/SafeMath.sol#45-53) is never used and should be removed
SafeMath. trySub(uint256,uint256) (1ib/openzeppelin-contracts/contracts/math/SafeMath.501#35-38) is never used and should be removed
Reference: https://github.con/crytic/slither/wiki/Detector-Docunentation#dead-code

Pragma version:
Pragna version>
Pragma version:

.6.0<0.8.8 (1ib/openzeppelin-contracts/contracts/math/SafeMath.sol#3) is too complex
.6.0<0.8.8 (1ib/openzeppelin-contracts/contracts/token/ERC26/IERC26.501#3) is too complex
.6.0<0.8.8 (1ib/openzeppelin-contracts/contracts/utils/Counters.sol#3) is too complex
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#incorrect-versions-of-solidity

As a result of the tests carried out with the Slither tool,
results were obtained and reviewed by Halborn.
reviewed,

some

Based on the results

the majority of vulnerabilities were determined to be
false positives.
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AUTOMATED TESTING

MythX Results:

Report for cnntmcts/beans(alk/s)1a/snnranet/snnsm snl

https:/. 44374ed71
https://dashboard. mythx. u/»‘/console/analyses/3f567aé2-6511 Aﬂéb b23e- abéB%edefsB
https:/.

https:/ i analyses/
[ tine [ sue Titie [ severity | short Description
‘ 171 ] (SWC-120) Weak Sources of Randomness from Chain Attributes ‘ Low ‘ Potential use of *block.number® as source of

Report for contracts/beanstalk/silo/SiloFacet/SiloFacet.sol
https:/ i

44374ed71
Line | SWC Title Severity short Description
5 | (sWc-103) Floating Pragma Low A floating pragma is set.
28 | (SWC-123) Requirement Violation | Low Requirement violation.
Report for centracts/l)h(ar)es/i)lo/leS)lc sol
https:/. ses/
https://dashboard. mytth n/h/cnnsule/anz]yses/332d7ac3—ﬂhef ~44¢9-9b0d- zac%szhanfo
https:/. 4ed71
https://dashboard. mythx. u/h/nunsule/analyses/zd57héha-5h2f-kzﬁln-ale7-l~shBABh3dJBb
https:/. thx. i analyses/3f
Line | SWC Title Severity short Description
237 | (SWC-120) Weak Sources of Randomness from Chain Attributes | Low Potential use of *block.number” as source of randonmness.
612 | (SWC-120) Weak Sources of Randomness from Chain Attributes | Low Potential use of "block.number" as source of randonmness.

Report for contracts/libraries/Silo/LibTokenSilo.sol

https:/ thx. i 44374ed71

‘ Line ] SWC Title ‘ Severity l short Description |

‘ 286 ] (SWC-123) Requirement Violation ‘ Low l Requirement violation. |

Report. for cantracts/libraries/LibInternal sol

https:/ analyses. 42542 104

https:/ analyses/3f o

https:/ analyses/

‘ Line ] SWC Title | Severity | Short Description ‘
20 ] (SWC-109) Uninitialized Storage Pointer | Medium | Dangerous use of uninitialized storage variables. ‘

eport for contracts/beanstalk/silo/WhitelistFacet.sol
https://dashboard.mythx.io/#/console/analyses/3a2d70c3-0bef-44c9-9bod-20c968ababF9

[ tine [ sue Titie [ severity | short Description |

5 ] (SWC-103) Floating Pragma ‘ Low ‘ A floating pragma is set. |

®* No major issues found by the MythX tool.
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THANK YOU FOR CHOOSING

// HALBORN
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