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FOREWORD

1. (U) National Security Telecommunications and 
Information Systems Security Instruction (NSTISSI) No. 7001, 
"NONSTOP Countermeasures," establishes guidelines and procedures 
that shall be used by departments and agencies to determine the 
applicable NONSTOP countermeasures for equipment, systems, and 
facilities that process national security information.

2. (U) Representatives of the National Security 
Telecommunications and Information Systems Security Committee 
may obtain additional copies of this instruction from:

Executive Secretariat
National Security Telecommunications and Information 

Systems Security Committee 
National Security Agency 
Fort George G. Meade, HD 20755-6000

3. (0) This document is not releasable to the Defense 
Technical Information Center.

j. m. McConnell 
Vice Admiral, U.S. Navy
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SECTION
BACKGROUND .... 
PURPOSE AMD SCOPE 
DEFINITIONS . . . 
THREAT ENVIRONMENTS 
REQUIREMENTS . . .

I
II

III
IV
V

b)(l)
(b)(3)-18 USC 798 
fb)(3)-P.L. 86-36

(U) Electronic or electromechanical information
processing equipment can produce unintentional data-related or 
intelligence-bearing

1.
nations# commonly known as tempest, if 

intercepted and analysed# these emanations may disclose 
informaton transmitted# received# handled# or otherwise 
processed by the equipment. The procedures to address the 
countermeasure requirements for traditional TEMPEST 
vulnerabilities are presented in NSTISSI 7000# TEMPEST 
Countermeasures for Facilities.
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Hb) ( 3 )-1 8 USC 798 
. |(b) (3) -P.L. 86-36
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SECTION II — PURPOSE AND SCOPE

€. (0) This instruction applies to all federal departments 
and agencies and their agents that include, but are not limited 
to, contractors, consultants, and licensees.

SECTION III - DEFINITIONS
/

7. (U) The following definition (contained in NCSC-3,
TEMPEST Glossary) is provided to clarify the information 
contained in this document.
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11. (U) The CTTA shell
countermeasure reviews conducted r re 
estimated cost of implementation.

intain a record of all NONSTOP
ndations provided, and
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