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'FOREWORD

l. (U) NXational Security Telecommunications and
Information Systems Security Instruction (NSTISSI) No. 7001,
“"NONSTOP Countermeasures," establishes guidelines and procedures
that shall be used by departments and agencies to determine the
applicable NONSTOP countermeasures for egquipment, systems, and
facilities that process national security information.

. 2. (U) Representatives of the National Security
Telecommunications and Information Systems Security Committee
may obtain additional copies of this instruction from:

Executive Secretariat . ,

National Security Telecommunications and Information
Systems Security Committee ‘ v

National Security Agency

Port George G. Meade, MD 20755~6000

3. (U) This document is not releasable to the Defense
Technical Information Center.

Js ll.. MNcCONNELL
Vice Admiral, U.S8. Navy

CLASSIFIED BY DIRNSA: (NATIONAL
MANAGER, NSTISS) '
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fHb) (1)
{{b){3)-18 USC 798
{b)(3)-P.L. 86-36

SECTION I - BACKGROUND

‘1. (U) "Electronic or electromechanical information- .
processing egquipment can produce unintentional data-related or
intelligence-bearing emanations, commonly known as TEMPEST. I1f
intercepted and analyzed, these emanations may disclose
informaton transmitted, received, handled, or otherwise
processed by the egquipwent. The procedures to address the
countermeasure requirements for traditional TEMPEST
vulnerabilities are presented in NSTISSI 7000, TEMPEST
Countermeasures for Pacilities.
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(o) (1) ‘ : . )
(b) (3)-18 USC 798 “SECRET

<ilb) (3)-P.L. 86-36 . . .

6. (U) 'i'his instruction appli'"en_ to all federal departments
and agencies and their agents that include, but are not limited
‘to, contractors, consultants, and l:lcen'u_gs. ,

SECTION III - DEPINITIONS -

7. (U) The following definition (contained Lii' ‘RC8C-3,
TEMPEST Glossary) is provided to clar:l.fy the intomtion
contained in this document. .

SECTION IV - THREAT ENVIROSMENTS
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SECTION V - REQUIRENENTS |

i1l. (U) The CTTA shall maintain a record of all NONSTOP
countermeasure reviews conducted, recommendations provided, and
estimated cost of implementation.
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NSA :
NSC (3)
OMB (Intel Branch NSD)
OASD (C3I/TS) (2)
ODASD (CI & SCM) (4)
OSIA
DODSX
DA (SAIS-SDC) (15)
DA (DAMI-CIC) (5)
CNO (0P941J) (3)
cMC (cC) (5)
COMISOC (J62)
The Joint staff (J6K) (5)-
The Joint Staff (DIRM/SCD/ISOB)
USCENTCOM (2)
USCINCLANT (J6) (2)
USCINCCENT (CCJ6) (4)
USCINCEUR (ECJ6) (2)
CINCFOR (FCJ6) (2)
USCINCPAC (J8) (2)
USCINCSO (SCJ2) (3)
USCINCSO (SCJ6) (2)
USCINCSPACE (J4~J6) (2)
USCINCSOC (S036) (2)
USSOCcOM (2) .
USSTRATCOM (2)
USCINCTRANS (TCJ6) (2)
TIC/DSS (2)
HQ USAF (8CXX) (2)
HQ USAF (SCS) (3)

- USAF 342ND TTS LACKLAND AFB (35)
HQS USMC (CODE CCT-63) (2) :
AIA/LEMS (2) : :
AFIWC/EAMT (10) ,
COMUSFJAPAN (J6) (2)
COMUSFKOREA (J6) (2)
Defense Courier Service (2)
DIA (DSE-2B) (10)

DIA (DPS-2C) (5)
‘DI8 (V0432) (1)
DIS (V0060)

DLA (DLA-IA) (2)
DNA (ISIS)

CDR JIEO

COMDT COGARD (G-TTS-4) (3)
COMCOGARDLANTAREA
COMCOGARDPACAREA
COMCOGARDONE
COMCOGARDTWO
COMCOGARDFIVE
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COMCOGARDSEVEN

COMCOGARDEIGHT

COMCOGARDNINE

COMCOGARDELEVEN

COMCOGARDTHIRTEEN

COMCOGARDFOURTEEN

COMCOGARDSEVENTEEN
COMSPAWARSYSCOM (PMW 151) (3)

DCMS (TID) (2) .

CG MCDEC (DEVCEN C3) (2)

Dept. of Agriculture (MSD/FAS) (2)
Dept. of Commerce (MIS/OIRM/TMD) (2)-
Dept. of Energy (AD241.1) (5)

Dept. of Health & Human Services (IG) (2)
Dept. of Interior (PPS-S MS5040 MIB) _(2) -
Dept. of Justice (JMD/SEPS) (2) ‘
Dept. of State (DS/IST/ISP) (5)°

Dept. of Sstate (SA-34, DTS-PO)

Dept. of Transportation (OIS M-70) (2)
Dept. of Transportation (OST/M-70) (2)
Dept. of Treasury (MST) (10)

Dept. of Treasury (TSD} (2)

CIA (OC-CSD) (2)

CIA (DIR OIT) (2)

CIA (ISSG/0S) (2) .

CIA (Chief, TEMPEST Division, 0S) (15)
CIA (Chief INFOSEC OIT) - :
CIA (Reference Library)

DIR, CCISCMO (2)

DIR, CCISCMO (Planning Office) (2)
DIR, Naval Criminal Investigative Service (Code 26T) (20)
DISA (Code DIPP) ' (2)

DMA (TSC)

DMA (IS)

DMA (ISD) (2)

Drug Enforcement Administration (0STC) (2)
FAA (ACO-300) (6) '

FBI (TSD) (5)

FCC (OMD) - (2)

FEMA (NP-IR) (7)

FEMA (NP-IR-TS~ES) (3)

GSA (KVI) (5)

NASA (JIS)

NASA (0S) (2)

NASA (JT)

NASA (NIS) (2)

NCS (MGR) (2) .

NCS (NCS-EP-E) (2)

NRC (8203-MNBB) (3)
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