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PREFACE

i

Development of countermeasure to computer and communicacions-related 
threats has been a major problem for AD? systems designers. In order to 
protect against the threats and their threat agents which are caused as a 
result of external communications, a multidisciplinary approach involving 
hardware/software, physical, personal, administrative, COMSEC and emanations 
security will be used to formulate potential solutions. This document is 
presented.as guidance for designers and implementors of .ADP systems and 
automated communications systems. The COMSEC related protective measures, 
as they apply to ADP and automated communications systems, are reflected 
by asterisks in Chapters 3 and 4.

1

%

It is recognized that other measures and techniques treated herein nay 
be governed by other dirt- ■ives or issuances within the Federal Departnents 
and Agencies, and these sh n .d be consulted as appropriate.

Tnis document should be retained at appropriate levels for general 
reference. Dissemination uf all or part of the information it contains to 
appropriately cleared individuals is encouraged. Additional copies may be 
obtained through the USCSB Secretariat.. 1

t

I

)
I

•1\

"!



E)oc ID: 6860042 Doc Ref ID: A3098925

r■■i *

CHAPTER I
i

INTRODUCTION (P)

(U) The purpose of this document Is co present a perspective 
view on the comunicacions-related threats In AD? systems and In automa- 
cion of communications - control and information-exchange, along with a --- 
treatment of countermeasures available. The intent is to provide technical 
guidance on CQM5EC as it applies to AD? and automated communications 
systems.

A.

B. (D) Chapter 2 discusses communications-reiated threats and 
identifies the types of people who nay be in a position or of an inclina
tion to exploit the vulnerabilities of AD? systeas.

(D) Chapter 3 deals with known techniques for reducing the 
vulnerability of AD? systems to identified threats.

C.

(P) Chapter 4 discusses common types of computer systems 
which involve communications and analyzes each to show a profile of 
postulated threats, vulnerabilities, and corresponding protective measures 
which might be applied.

D.

i

E. (P) The matrix in Appendix A is intended to cross-reference 
the discussion of categories of protective measures in Chapter 3 with 
chat of the threat types as presented in Chapter 2. Each row of the 
matrix is labeled with a threat which has been iden led in Chapter 2,
and each column is labeled with a general protective measure. A check 
in the body of the chart indicates that the threat and countermeasure 
are relevant, to each ocher. The check does not indicate chat the counter
measure will totally combat the threat.

(P) The matrix also cross-references the discussion of threats 
with that of threat agents to indicate which types of threat agents 
might be likely to exploit the various types of threats. A.gain, this is 
intended only as an aid to reading the paper; in some cases the agent 
cay only be able to exploit the threat under special conditions, such 
as in collaboration with system users or personnel.

V

G. (U) Because of the changing nature of technology and its ability 
to provide protection of computer data, this document will be reviewed 
and updated as necessary.

.4
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CHAPTER 2

COMMUNICATIONS-RELATED THREATS (U)

A. fG) TYPES 0? THREATS. An ADP system may face a variety 
of threats resulting froa or aads aore severs by its association with 
communications. I; is impossible to define in advance every threat and 
vulnerability which will be associated with any ADP system or factors 
which influence the seriousness of a threat in a particular application. 
In addition, new systems nay be subject to threats not yet encountered, 

the great aajority of cozaunications-related threats nay be 
±j described. Each system ought to be analyzed to determine its 

to each of these threats. (U)

However,
allgenet
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(U) SOURCES OF THREATS. The following are typical sources 
of threats to ADP systems. The classes are not necessarily separate, 
i.e., a foreign government or domestic antagonist may make use of 
cleared or uncleared system users. Anyone, regardless of his security 
clearance, who attacks the system must be viewed as an antagonist, 
whether he is outside the system, a user, an operator, or a maintenance 
specialist.

B.
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(IT) Foreign Coverments. The nose sophisticated 
antagonises with a presumed interest In exploiting or disrupting 
automated communications, or those associated with computers, are 
nonxriendly nations.
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(U) Users with Different Clearance Levels. . Where 
individuals are cleared to various levels of system access chere is a 
risk of inadequate segregation of information. Thus an individual 
cleared for CONFIDENTIAL access say be separated from highly sensitive 
data only by those features of the computer/communications system 
which are intended to prevent malfunction and/or unauthorized probing 
from the distant terminal. The capabilities of such an individual 
for gaining unauthorized access or for saliciously probing are roughly 
the same as those of the uncleared user in the multilevel system.

4.

...............~‘5;----- (U) Authorized Personnel. An authorized person is an
individual who has proven need-to-knov for access to specific information 
or equipment. The right-to—know, which nay be established by the face 
of government employment or the holding of a security clearance, does 
not of itself cocstitute need-to-knov. Tee threat from authorized 
personnel is similar to that cited under "Uncleared Systea User" and 

Users with Different Clearance Levels"; it also applies to uncleared
but not the need, to access

ed information, e.g., that which is "Far Official Use Only 
Company Confidential".

II

personnel who may have the apparent 
unclass II

Itcr

6. (U) Fully-Cleared User. In sene automated systems the
functions are so sensitive that the ability of even trusted individuals 
within the system to disturb normal operation, to usurp control, or to 
copy information needs to be prevented or at least drastically limited. 
A typical system in this category would be an automated nuclear weapons 
system designed to permit weapons control from a distance through 
telecommunications; data which no one person is allowed to access would 
include launch codes and nuclear authenticators.

(U) Personnel Working with the ASP System. This group 
of people, which includes computer designers, programmers, operators, 
and maintainers, probably has the greatest opportunity to exploit or 
to introduce system vulnerabilities. Individuals may or may not be 
cleared; furthermore, because of their intimate involvement with specific 
portions of the system, they are better informed and in a better position 
to carry out threats than most other people. What might be accomplished 
by one of these individuals at the computer site Itself can involve 
deliberate exploitation of hardware and/or software, as well as error.
A person working within the system may be in a position to influence 
adversely the measures designed to protect against communications- 
related threats, and he also has a potential opportunity to operate 
undetected due to system complexity.

7.

(U) Personnel Involved in ADP System Manufacturing. The 
computer industry has become multinational, such that often research 
and development, as well as the fabrication of hardware and software, 
are being performed in foreign countries. Changes to currently operational

8.
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hardware or software could also be originated in these places. Emitters 
or logical "trap doors" la computer system hardware or software therefore 
can be a threat.

C. (U) VULNERABILITY ASSESSMENT (U)

1. (D) The most fruitful approach to determining what
countermeasures are needed against communications-related threats ~±h~..........
an AD? system begins with a thorough examination of the system concept 
for threats, coupled with a weighing of the threats discovered to determine 
which are significant and what may be set aside as academic. With such 
a listing of all the threats envisioned, it is then possible to address 
potential countermeasures in a systematic and practical manner. In this 
way it may be discovered that a group of threats could be countered by a 
single feature. For example, accidental spillage of computer contents 
onto communications links may become an acceptable threat when all Unlrg 
are secure, all persons with access to the system are appropriately 
cleared and all remote terminals are protected; threats realised through 
deliberate probing may also be countered by these same measures.

(II) A highly useful technique for insuring that all 
threats are clearly identified is to prepare a report which includes 
the following:

2.

Description of the system configuration, with major 
features, user capabilities, expected clearance conditions, and similar 
features defined.

i Identification of applicable threat sources, with 
ordering as necessary, and an evaluation of the protection needed.

Documentation of factors that influence system 
sensitivity. This would cover the nature of the information to be 
protected, including its perishability, and the impact of such threats 
as interception, intrusion, system disruption, and unauthorised actions 
on the part of the system users, operators, and maintenance personnel. 
These factors should be assigned weights/values in order to assist the 
authority responsible for protecting information in performing a 
comparative evaluation.

Identification, in the light of the previous factors, 
of threats which must be countered within a specific degree' of probability 
and of those which it is desirable, but not essential, to counter.

(□) The vulnerability assessment should, of course, be 
followed up with an overall test and evaluation after the application of 
protection. Such evaluation would include detailed analysis of the

3.
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system to deteraine the effectiveness of the various protective measures. 
Such analysis nay also he supplemented by appropriate testing of 
developmental and/or operational models of the system.
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CHAPTER 3

PROTECTITT MEASURES (P)

A. (U) GENERAL. Once a vulnerability assessment has identified 
the AD? system threats which should be countered, appropriate protective 
measures can be chosen and incorporated into the system. For most ADP 
systems', they may be found under the categories listed in this chapter.
The choice of specific techniques within these categories depends upon 
the characteristics of the system involved, how it is used, the type 
and sensitivity of the information requiring protection, the 'severity 
of the threats, the costs and technical feasibility of constraints involved, 
the acceptable range of risk of loss or compromise, as veil as who the 
potential threat agents ere. It must be stressed, however, that these 
countermeasures are not necessarily available or sufficient to guarantee 
security; sometimes no amount of protection can combat all system 
threats. Countermeasure selection should, therefore, include steps 
to ascertain their efzectivenss in the type of situation at hand.

S. CRYPTOGRAPHIC PROTECTION (D)

. -W \* 1

* 2. W

* 3. m
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* 4. -W

c. -(e* abthesticatios (u).

* 1. (U) The term authentication as used herein Includes the 
capability to do, as appropriate, any of the following by eiri 
or other means: identify and verify the user 
to the ALP systea and vice versa; detect acci 
in data during Its transmission; and detect or prevent insertion or 
replay of transmissions. Encryption of messages or physical protection 
of coscunications equipment and media may be critical for ensuring the 
effectiveness of these authentication technicues.

"'“r cryptographic 
(either human or hardware) 
ental or delibe cnanges

!

* 2. (U) Authentication is in most cases essential when one 
or more terminals are shared and not all users or a terminal are authorized 
access to the same level of information. Authentication may also be 
useful, particularly if supplemented with special hardware features at 
the central computer, in Identifying the capabilities or users entering 
a multilevel or a resource-sharing computer system through uncleared 
terminals. Current techniques include passwords (e.g., randomized 
sequences of characters known only to their holders and to the computer 
system), physical keys, plastic cards containing magnetic scrips, and 
identifiable unique human features such as fingerprints.

f* 3.
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(U) CLOSED OlSicJl OR 3SHGN ENVIRONMENT. Aa obvious way to 
eliminate the uncleared or partially cleared system user as a threat agent 
is to operate the system with all personnel and facilities cleared to 
and protect for the highest level of any information handled within it, 
while encrypting any physically unprotected communications media. This 
approach does not prevent attacks from the outside, but it does reduce 
the required security measures to primarily those in the need-to-knov 
and physical and personnel security areas.

E.

)

F. (U) PHYSICAL SECURITY .MEASURES • (U)

* 1, (U) Crrotoeranhic Eouinment and Material. If the 
cryptography within or associated with ADP systems is to serve its purpose, 
the cryptographic variables must of course be denied to potential attackers 
and therefore must be physically protected. This applies, for example, to . 
variables employed with an encryption process and to authenticator lists.
In addition, cryptographic algorithms themselves may require protection.

(D) ADP Eouinment and Material. Appropriate physical 
security controls employed to safeguard the equipment apply not only to 
the computer equipment itself and at its terminals, but also to such 
removable items as printouts, magnetic tapes, magnetic disc packs, 
punched cards, etc. The point is to protect not only the user's data 
and programs, but also security measures in the system. If parts of the 
computer system (e.g., magnetic discs, tape files, or copies' of machine 
listings) contain unusually sensitive data or need to be physically 
isolated during maintenance procedures, it may be necessary to separate 
them physically and to control access to them Independently. This applies

2.
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to che environmental facilities required to provide reliable operation of
Che system.

* 3. (U) Protected Wireline Discrihucioa System CPUDS). . A PUDS
is. a comirni rations system, cr that portion cf a coaunicacicn system, to 
vhich electromagnetic and physical safeguards have been applied to per 
secure electrical transmission of unencrypted information over a wireline, 
furthermore, a PUDS is designed so that compromising emanations are not 
exploitable from outside the physically controlled area.

te terminals throughout a large building say be connected to a central 
ucer located vithin the building by means or a PUDS provided

i

I

Tor example,

all persons
,ta the building are assumed to be nen-hostile. A PUDS can be an 
iterative to cryptography for protecting communicated information when 
.cively short distances anc c:

-1
oil areas are involved.
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(U) CONTIGURAIIOW CONTROL. Because computer systems are 
so complex in both hardware and software it Is necessary that they be 
designed to permit reasonable and continual verification that they in 
fact function as Intended. Modular design concepts provide a 
of Isolating to a large extent the security features, thus ring
the number of Interactions between them and other operations. Thorough 
analysis and testing of any system changes before their implementation 

- is -advisable . to protect -against undesirable effects, on the IBP system's 
security features or posture. After the system is operational, 
configuration control of both hardware and system software serves to 
verify that undetected changes have not taken place.

I.
t

'• *
2

I

i;
*

>

•1

.»

i

s

*
i

t

\
t

13
1

I



Doc ID: 6860042 Doc Ref ID: A3098925

CHAPTER 4

THREATS AMD C0PNTZ3MSASu3ZS APPLIED TO SYSTEMS (U)

(U) This treatment is inn ended to relate the previous discussions 
of threats and countermeasures to various functional types of computers. 
The purposes are to give more meaning to Che threats and countermeasures 
previously outlines; to show how the threats and countermeasures vary 
with system function; to Indicate how seme communications related 
threats can he defeated through protective measures internal to the ' 
computer; to show gross capability of current protective technology; 
and to define further the gaps in current protective technology.

(U) To these ends the more corzton functions will be arbitrarily 
broken into the classes defined below. The classes are not complete 
and all-inclusive, but rather representative. The intent is to simplify 
treatment by dealing with the role of a computer unit, or collocated 
complex of computers, in carrying out a basic type of function. It is 
accepted that in reality the situation is not so simplistic in chat 
such' a collection of computers, or even a single computer, may serve 
a number of separate functions defined below. In this instance, some 
combination of countermeasures based upon the system's operational 
environment and threat analysis would be appropriate. It is also 
accepted that computers at two or more locations may be tied together 
far interworking and that the composite of functions served in such 
a case becomes even more complex. Computer networks would fall within 
this category.

(U) A chart form of presentation is used as a means of relating 
specific threats, countermeasures, and limitations to current technology 
tor the various functional classes of computers. Here the threats and 
countermeasures are amplifications of those previously outlined, and 
their intended meaning is as described. Again, the listings, while 
intended to be as nearly comprehensive as possible, cannot cover all 
situations or all details for any one system. A variety of 
operational and environmental factors influence the risk of loss or 
compromise of classified information and, thus, the appropriate 
countermeasures.

A. COMMUNICATIONS PROCESSORS (U)

(U) Brief Description. Computers as communications 
processors are used to support and facilitate the communication of 
information rather than to execute user programs. As such, they generally 
perform automated message processing such as formatting, packeclzing, and 
routing. Some basic types of communications processors are described 
below:

1.

1

14
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Switching Svstea. In the role of switching, the 
purpose of the computer is to receive incoming messages and to relay 
them to intended recipients, usually according to formatted header 
information. The computer is not concerned with the actual texts of 
messages; it simply performs routine message handling tasks.

Internal Distribution Svstem. A special case of a 
switching system is the local message distribution-'system. This type 
of system is in most ways similar to a full-fledged communications 
switch, but it may carry special functions to serve a local set of 
subscribers.

front End Processor. A programmable front end 
processor is similar to an automated switch as described-above.- More 
particularly it is a computer (often a minicomputer) which serves another, 
computer or device, acting as an interface between it and the communications 
circuit(s) to which it is connected. Typical tasks performed by the ■ 
front end processor on incoming/out going data are line or data concentrating, 
preprocessing, message formatting and/or switching, and. code converting.

. i
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Typical Threats arid Counteraeasures - Comauaicacions
(U)Processors. a
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Typical Threads and Counreraeasures - Communications
(D)Processors.
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Typical Threats and Coupeeraeasuras - Communications
(U)Processors.
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B. -W- I2I?OBMATION STORAGE AND RETRIEVAL (ISR) SYSTEMS (D)

1. Brief Description (U)

(U) Information storage and retrieval svsteass of interest 
have three principal hardware components:

The user terminal at which the user inserts his 
requests for or changes to scored information and which displays all or. 
part of the reply;

The CPU which performs the system control 
' functions such as query processing, data base searching, information 

retrieving, and response routing;

•I

3ulk storage devices for storing data elements.

(U) Typically the data base is very large, while the 
desired response consists of a relatively small portion dealing with a 
specific subject. Structured indexing and searching schemes may be 
employed in the system to allow the user to formulate his request in 
predefined terms and to speed the processing of the query. The system 
may include: multiplexed communications between the CPU. and terminals; 
the limiting of individual file access to specified groups or individuals; 
using the CPU, possibly from the terminals, to provide services in 
addition to storage and retrieval (e.g., data file manipulation or 
remote use of controlled and validated program modules).

4
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Typical Threats and Caunceraeasures — Information Storage2.
and Retrieval Svscams (U)
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‘I C. DSER PROGRAMMABLE SYSTEMS (U)
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(U) Brief Description. The term user programmable 
system designates an ADP system on which the user is afforded some 
measure of programming capability by which he can exercise the manipulative 
capabilities of the computer. The remote user has at his disposal one 
or more higher level languages and might also have a machine or assembly 
language capability.
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D. DEDICATED PROCESS CONTROLLERS (DPC) (0)

(U) 3rief Description. DPC's are preprogramed processors 
designed Co perform a limited repertoire of specific functions related 
to remote activities. For example the computer directs (controls) the 
guidance of a missile, the arming of a weapon, the attitude of a satellite, 
or the operation of remotely controlled sensors through telecommunications. 
This type of computer has its program loaded before the system becomes 
operational; no provision is made for remote programming of any kind.
In general program loading is conducted under stringent control procedures 
to verify that it has been performed correctly.
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Commands and data normally are rigidly formatted and are 
entered into the system either autaaatically or by an operator. The 
commands are used to activate and deactivate control prograas. In 
certain cases secure commands are used to protect the entry and operation 
of DFC systems; in other cases commands perform a status reporting or 
telemetry gathering function. Data may also be input and massaged by 
prestored programs in an intelligence gathering environment.

The limited capabilities and the restrictive modes of 
operation of D?C systems preclude many of the threats found in most 
computer systems. The design of_these_syscems is based upon, limited 
access (commands) to the remote computer. Some of these systems are 
automatic and others are semiautomatic; the degree of automation is a 
function of the actions required by an operator to effect a command, 
i.2., be say push a button, type on a keyboard, or insert punched cards. 
The recipient of the commands generally consists of an unmanned equipment 
chat must first decode and then act uoon the command.
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(U) Brief Descrip tion. A network of computers in a data 
exchange and display system carries out the function of accumulating and 
displaying common information at two or more locations. The individual 
computer within the system, with varying degrees of human intervention, 
receives digitized inputs, orcrac.es information from these inputs, 
correlates them with reference data, and dynamically displays the processed 
information for human decision-making or ocher use. The same computer 
may transmit information and updated data to ocher centers in the system. 
Each computer site in the system may accept operator inputs by keyboard 
or ocher which are to be transmitted to and displayed at distant
sites.

1.

I

1

Tactical data exchange and display systems m'«». up a 
specialized group of this type, under which a commander is continuously 
provided with the latest information in his tactical environment on air 
defense, on air traffic control, or in other dynamic activities which he 
must closely follow. Computer networks serve similar functions for 
commanders at higher organizational levels in command and control over 
military forces. There are numerous ocher situations, including nonmilicary, 
in which a computer plays a part in a network for purposes of acquiring 
and displaying data from a continuously changing data base.
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* 3. Present Posture - Daca Exchange and Display Svsteas.
Current hardware and software technology and current design know-how 
permit the building of exchange and display systems which safely (at 
least for perishable information) process and exchange daca. Security 
is more easily achieved and better assured when all communications links 
are encrypted and all terminals are monitored by personnel authorized 
access to entire system concent. These latter constraints are an essential 
feature of most such systems under present protective techniques.

- » F. 4«d COMPUTERS SERVING CRYPTOGRAPHIC FUNCTIONS (U)

* 1. (U) Brief Description. A computer can be used in a 
crypcograp'nic system either to carry out 
function, or to control crypto-eouipmenc or support cryptographic operation. 
The compucer can be programmed, in software or in microcode (also known 
as firmware), to encrypt plain text under an algorithm designed specifically 
to make the most efficient use of the computer’s repertoire of instructions 
and memory. Alternatively, the algorithm ran be the same as one used 
in a hardware cryptD-equipment. The compucer can also be used to 
concrol the operation of hardware key generators. For future systems 
computers may be dedicated to the generation and provision of crypcovariables 
to crypto-equipments in the operating environment.
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#* 3. m Preseat Posture - Computers Serving Cryptographic 
Functions. Computers offer some possibility for carrying out cryptography 
in lieu of conventional cryptographic hardware; however, the techniques 
for carrying out cryptography within a coaputer have not yet been fully 
developed or proven. Extensive research and experimentation are necessary 
in order to find optimum ways to use present types of computers for 
encryption (and to gauge their comparative costs against hardware approaches). #
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APPENDIX B

NAG-4A/TSEC, "Shielded Enclosures", title is UNCLASSIFIED, document is 
SECRET, dated September 1965.

♦INAG-8A/TSEC, TEMPEST Information Memoranda-TIM", title is UNCLASSIFIED 
dated December 1967.document is SECRET,

MNACSEM 5100, 
rocagne 

March 1974.

Compromising Emanations Laboratory Test Standard,
e is UNCLASSIFIED, document is CONFIDENTIAL, datedtrS , t

"Cocprsajsing Eman.NACSEM 5103, 
Acoustics", title is UNCA 
1970.

ions Laboratsry Test Standard, 
r^ED, document is CONFIDENTIAL, dated October

NACSEM 5106, "Compromising Emanations Analysis Handbook", title is 
UNCLASSIFIED, Document is. SECRET, dated December 1971.

••Facility Evaluation Criteria-TEMPEST", title isNACSEM 5110,
UNCLASSIFIED, document is SECRET, dated July 1973.

MCompromising Emanations Design Handbook", title isNACSEM 5200,
UNCLASSIFIED, document is SECRET, dated June 1973.

1 COMSEC ADP REFERENCES

Security Requirements for Automatic DataDoD Directive 5200.28,
Processing (ADP) Systems", document is UNCLASSIFIED, dated 18 December 1972.■i

-i*

>
"I flADP Security Manual".DoD Directive 5200.28M,A

i •N

DCID 1/16, "Security of Compartmented Computer Operations", document is 
CONFIDENTIAL, dated 7 January 1971..1

I .t
• iGlossary of Communications Security and EmanationsUSCSB 2-17,

Security Terms", dated October 1974.■!

National Security Council Communications Security Directive, dated 
26 August 1968.
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