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Development of countermeasure to cosputer and communicarions-related
threats has been a major problem for ADP systems designers. In order to
protect against the threats and ctheir threat agents which are caused as a
result of external commmications, a multidisciplinary approach involving
hardware/soItware, pnysical, personal, adminiscrative, COMSEC and emanations
security will be used to formulate potential solutioms. This document is
presented as guidance for designers and implementors of ADP systems and
automated communications systems. Tne COMSEC related protective measures,
2s they apply to ADP and sutomated commnications syscems, are reflected
by asterisks ia Chapters 3 and 4.

- It is recognized that ncther measures and techniques treated hercin may
b= governed by other dire - ives or issuances within the Fedsral Departments
and Agencies, and these shw .d be consulted as appropriate.”

This document should be reczined at appropriate levels for general
eference. Dissecination wf 2ll or par:t of the informacion it contains
ppropriately cleared individuals is enzouraged. Additional copies may i
obtained through the USCEB Secretariat.
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INTRODUCTION (U)

A. (U) The purpose of this document is to preseat a perspecctive

‘view on the commumnications-related threats in ADP systems and in automa-

tion of communicatiocns-control and information-exchange, along witha ---
treamment of countermeasures available., The intent is to provide techniczl
guidance on COMSEC as it applias to ADP and auctcmared com=unications
systems, '

B. (U) Chapter 2 discusses corzunications-relaced shreats aad
identziiies the types of people who may be im a pesicion or of an inclina-
tion to exploit the vulnerabilities of ADP systems.

c. (U) Chapter 3 deals with kaown techmiques for reducing the
vulnerability of ADP? systems to identified threats.

D. (U) Chapter 4 discusses common types of compuzer systems
which involve commucications and analyzes each to show a proiile of
postulated threacs, vuinerabilities, and corresponding protaczive measures
which migﬁ: be applied. )

. {U) 'The matzix in Appencix A is intended to ecress-reference
the discussion of categories of protecztive measures in Chapter 3 with
that of the threat types as presented in Chapter 2. EZach row of the
matTix is labeled with a threat which has been identified in Chapter 2,

and each columm is labeled with a generzl protecztive measure. A check
in the body of the chart indicates that the threat and couacermeasure
are relevant. to each other. The check does not indicata thar the counter-
measure will totally combat the threat.

T, (U) The matrix also cross-referencss the discussion of threats
wizh that of threat agencs to indicacze which types of threat ageacrs
oight be likely to exploit the various types of threats. Againr, this is
intended only as an aid to reading the paper; in some cases the agent
cay only be able to exploit the threat under ‘special conditions, szch
as in collaboration with system users or persoanel.

G. (U) Because of the changiag nacture of techaology and its ability
to provide proteczion of ccmputer édata, this document will be reviewed
and updated as necessary.
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. CHAPTER 2

: COMMUNICATIONS—RSIATED TERZATS  (U)

A. 8 TYZES OF THREATS. An ADP system may face a vaciasc
of threats resulting from or made more severe by its association wizh
communicacions. Iz is izpossibie to define in advance every thre2at and
. vulnerabilizy whizh will be associated wizh aay ADP system cr Zfactsrs
' _waish inflineaze the seriousmess of 2 _threar ia a particulas applicacior.

In addizica, new systems may be Subjec:t to threats not yes encounterad.
=2

Zowever, ths great majorizy ol comauniczazigos-ra2lated threzrs zay b
genaraliy dascribed. Each system ough:t o de aznalyzed to dezaraine

suszeptibiliizy o e=2ch of these thraazs. (T) - -
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11. 48

B. (U) SOURCES OF THREATS. The following are typical sources
of threats to ADP systems. The classes are not necessarily separate,
i.e., a foreign goverumeat or domestic antagonist may make use of- |
cleared or uncleared system users. Anyonme, regardless of his security
clearance, who artacks the system must be viewed as an anragonist,

whether he is outside the system, a user, an operator, or a maintenance
specialist.

CONFDENTIAL
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Foreien Goverments,

-

The most sophisticated
antagonists with a presumed interest in explolting or disrupting

automared commmigations, or .hose associated with computers, are

2.
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4, (0) Users with Diffezent Clearance Levels. Where
individuals are cleared to various levels of system access there is a
tisk of inadequate segregation of irforzation. Thus an individual
cleazed for CONFIDENTIAL access may be separated from highly sersiriv
data only by those features of the ca:;u:arlca:nun.cat-ons system
vhich are intended to preveat malfunczicn and/or umauthorized probiag
from the distanz tarminal. The capabilizies of such an individual
fcr gaining umaurhorized access or for maliziously probing are rougn.y
the same as those of the umclearsd user i the _L1 zdlevel system.

"""""""" ©-~3:—-(T) Authorized Perscpael. An auchorized -person is an

. indiwidual who has proven need=-to-know IoT access to specific infsrzacion

oc eguipmenc. ' The right-to—-iaow, which —zy be established by the fac::

of goverament ewmployment or the holdizg of a secuzity clearance, does

act of izself constirute need-to-imow. T2e tarest from authorized

personnel is similar to thar cited unter "Unclaared System User" and

: "Usezs with Diffarentr Clearance Lavels"; i: 2lso applies to uncleared

) perscnnel who may have the apparent r::::, Sut zecr the peed, to aczess
ucclassified informarion, e.g., that whizh is "For OfZizial Use Only”

: cr "Company Confidential”.

6. (U) Fullv-Cleared User. I3 scme automated systems the
fupcziors are so sensitive that the ability of evea trusted iandividuals
within the system to disturb normal operztion, to usurp cosatrol, or to
copy information neads to be prevented or zt laszst drastically limited.
A typical syscem in this category would be an auzomated nuclear weapons
system designed to permit weapons control from a distance through
telecommunications; data which no one persomn is allowed to access would

} include launch codes and nuclear autheatizators.

7. (U) Personnel Working with the ADP System. This group
of people, which includes computer designers, programmers, operators,
and maintainers, probably has the greatasst opportunity to exploit or
to -introduce system vulnerabilities. Iadividuals may or may not be
cleared; furthermore, because of their intimate involvement with specific
portions of the system, they are betrter informed and in a better position
to carry out threats than most other peorle. Wnat might be accomplished
oo by one of these individuals at the computer site itself can involve
.; deliberate exploitation of hardware and/or soitware, as well as error.

) A person working within the system may be in a position to influence
: ) adversely the measures designed to protact against communications-
; related threats, and he also has a poteatial opporrunity to operace
: undetected due to system complexity.

imde s mrer M - b

8. (U) Personnel Involved in ADP Svstem Manufacturing. The
computer industry has become multinarioral, such that often research
and development, as well as the fabrication of hardware and software,
are being performed in foreign countries. Changes to currently operatiomal .

. .
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SRVRRP O NP P
o

P

£

e




- o B dmam Sarenmer

PROLI

Doc Ref ID: A3098925

hardware or sofrware could also be originated in these places. Emirrers

or logical "trap doors” in computer system hardware or software therefore
can be a threat.

c. (U) VULNZRABILITY ASSESSMENT (U)

1. (U) The most fruiczful approach to determining whatr

countermeasures are needed against communications-relacted threats im~ - " " TTTTT

an ADP system begins with a thorough examinaction of the system comcapt
for threats, coupled with a weighing of the threats discovered to derermine
wnich are significant and what may be set aside as academic. Wirth such
a listing of all the threatls envisioned, it is thea possible to address
potearial countermeasures in a systematic and praccical manner. In this
vay it may be discovered that a gzoup of threats could be countered by a
single feature. TFor example, aczidearal spillage of computer conteats -
outo communications links may become am aczeptable threat whea all liaks
are secure, 3ll persoms with access o the System are aporopriately
cleared and all remote termizals are protected; threats realized through
deliberate probing may also be countered by these same messures,

2. (U) A highly uvseful technioue for insuring that 211
threats are clearly identified is to pregcare a report which includes
the followinag:

Description of the system counfigurarion, with major
features, user capabiliries, expected clearance conditions, znd siziiz:
features deZined.

Identification of applicable threat sources, with
orde.ing as uecessary, and an evaluacion of the protnc'ion neesded.

—— —

Documearazion of faczors that in.luence system
sensizivity. This would cover the patures of the inforzzcion to be
protected, includiag its perishapilicy, and the impac: of snch threats

~as inte-:en:'on, iagrusion, system disrupctioz, and uwzauthorized actions

on the part of the system users, operators, and maintenance personnel.
These factors should be assigned weights/values in order to assist the
authority responsible for protezring infor=macion in performing a
comparative evaluatiou.

ldencificarion, in the light of cthe previous fac=ors,
of threats which must be countered within a specific degres of probabilicy
and of those which it is desirable, but not essearial, to counter.

3. (U) The vu*ne-an_li ty assessmeat snould of course, be
followed up with an overall test and evaluacion after the application of
protection. Such evaluation would include detailed analysis of the
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system to determize the effectiveness of the various proteczive measures.
Such analysis may also be supplemented by appropriate testing of
developmental and/or operartional models of the system.
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. PROTECTIVE MEASURES (U)

: A. (T) GINERAL. Once a vulnerability assessment has idencified .
the ADP? system threats which should be countersd, appropriate proteztive .
wmeasures can be chosen and incorporated imto the system. For most ADP .
o systems, they may be found under the categories listed in this chapter. -
The choice of specific techniques within these categories depends upon .
the characzeristics of the system involved, how it is used, the type .
i . and seasitivity of the information requiring protection, the-severity .
g of the threats, the costs and technical feesibility of coaszraints iavelved, -
the acceptable range of tisk of loss or compromise, as well as who the *
poteatial threat agents are. It must be stressed, hovever, that these .
countermeasures are not necessarily available or sufficieat to guarantee .
security; sometimes no amount of protection caa combat all system .

tireats. Counterseasure selection should, therefore, include steps

to ascertain their effectivenss ia the type of situation at hand.
B. =¢8> CRYFTOGRAPHIC PROTECTION (U)

* 1. e T

PRAPIPARS Sopae

S U AR R LI
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* 4. ey

~&> AUTESNTICATION (T)

* 1, () The tarm authentizarion as used hevein incliudes the
b..i:y to do, as appropriata, aoy of the following by edcher exyptograshie
other means: idenc?Sy and verify the user (either human or hardware)
the

to the ADP syszem and vice versa; det=c: asziiental

ia data during its trarsmission; and decac: or prevent inmsertion or

replay of

transaissiops. Zacrypcion of messages or physiczl procrecztion
of cozmunicacicrs equipment and mediz may de critical for emsuriag

efiectiveness of these authenzication rezhnicues.

or more terainals are shared and tot all users of a terminzl are authori:z

el
<22

acecess to

the ceacral corputer, in identifying the capabflitiss of users ente

* 2, (U) Authentication is in mos: cases essentizl whea o

the same level of information. Authemtication may also be

useful, particularly if supplemenred with speciazl hardware feazures

- —— -

a mulrilevel or a resource-sharing computer system through uaclearsd

terminals.

Currear techniques Include passwords (e.g., randomiced

¢z deliberz:iz changes

the

ae

at

ring

) sequences of characters knowvn only to their holders and to the computer

system), paysical keys, plastic cards containing magnetic strips, and

identifiable unique human features such as fingerprints.

(L]

* 3. <6 |
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E. (U) CLOSED SYSTEM OR BENIGN ENVIRONMENT. An obvious way to
eliminzre the uncleared or partially cleared system user as a threat ageat
is to operate the system with 21l personnel and facilities cleared to
and protect for the highest level of any information handled within it,
vhile encrypting any physically unprotected communications media. This
approach does not preveat attacks from the outside, but it does reduce
the required secursity measures 2o primarily those ia the need-to-know
and physical and personmel security areas.

F. (U) PEYSICAL SECURTTY .MTASGRES - (U) ;

* 1, (U) Crcyprogrzonic Eguipmenr and Material., If the
cryptography within or associated with ADP systems is to sexve its purpose,
the eryptographic variables wust of course be denied to potential attackers

and therafore must be physically proctezted. This applies, for example, to.

variables employed with an eacryptlon process and to authenticator lists.
In additiom, eryptographic algorizihms themselves may require protecticn.

2. (U) ADP Eouimmenr and Macerial. Appropriate paysical
security controls employed to saieguard the equipment apply not only to
the computer equipment itself and at its terminals, but also to such
removable items as printouts, magnatic tapes, magnetic disc packs,
punched cards, etc. The point is to protect not only the user's dara
and programs, but also security measures in the system. If parts of the
computer system (e.g., wagnetic discs, tape files, or copies of machine
listings) contain unusually sensitive data or need to be physically
isolated during maintenance procedures, it may be necessary to separate
them physically and to control access to them indepemdently. 'This applies

11

-CONFIDENTHAL
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t> the environmental facilities resquired to provide reliable operation of
the system. '

o * 3, (U) Protecsed Wireline Distcibution Systam (ZWDS). . A PWDS
is5. a commmications system, cT tdat porticn ¢ a cs=mmicaticn system, to
which electromagnetic and physical safeguards have been applied 2o permit
secure elecrrical transmission of unencrypred informarion over a wirelina.
Fuzshermore, a PWDS is designed so that compreomising emanatiocs are not
exploizable from cutside the physically controlled area. For exampls,
zezote terminals- throughoul a large buildiag zay be comnected 1o a cengral

" eo=purer located wishin the buflding by mesns of a PWDS provided 211 pecsors

wizZin the building are assimed to be non-hostile., A PWDS can be aa

-

zlzerzmative to cryptography for protecsiag communicazed informatica when

r2lazively shorz distances and contTolled armas are iavolved.

.

.

(]
-——_

G. @]

12
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) (U) CONFIGURATION CONTROL. Because computer sSystems are .
so complex in both hardware and software it is necessary that they be
designed to permit reasonable and continual verification that they in
fact function as intended. Modular design concepts provide a means
of isolating to a large extent the security fearures, thus minimizing
the number of inreractions between them and other operations. Thorough
analysis and testing of any system changes before their implementation

. 15 .advisable .to protect_against undesirable effects.on the ADP system's

security features or posture. After the system is operational,
configuration control of both hardware and system software sesves to
veriiy that undetected changes have not taken place. ’

13
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, i TERZATS AND COUNTERMEASURES APPLIZD TO SYSTEMS (1)

(U) This t-eatoent is incemded to relate the previous discussions
of threats and countermeasures to various functionazl types of ccmputers,
The purpeses aTte t3 give more meaning o the threats and countermsasures
previcusly outlined; to show how tie threats and cowntermeasucss vary
with syscem furetior; to indizare how secme communications related
threscs can be defeared through prazeczive measures iatermal to tha - ---------- -

cTputes; Lo Show gIoss capability ol cusTent protective technology;

=d to &=2fine fur:T

her tae gaps In cucTen:t protaztive technology.

¢ n

B,

(C) To chese 2nds the more cotmon Iuzctions will be arbisratily
Token inzTo the classes defined belocw. The classes are not comple:ta
nd all-inclvsive, But rather represencative. The iacent is to sixmplily
Teatsent by desling wicti the role of 2 compurer unics, or esliccazed
ccplex of compuzaszs, ia earTying oui 2 dasie type of fumesien., 1t is
aczepted that in realizy the situarion is not so sizplistic ia that
such’' a collection of computers, Or even a single computer, may serve
a oumber of separate funciions defined pelow., Ia this instance, some
. combination of coumrtermeasures based upca the systza's operatiomal
: enviroument and threat azmalysis would be aporopriate. It is also
accepted thar computers at two or more locations may be tied together
for lnrerworking and that the composite of funczions served im such
a case becomes even more complex. Computer nerworks would fz1l within ’
this cazegory.

"oy

s Tt Fy

(U) A chart form of presentation is used as a mears of relating
specific threats, countermeasures, and lizitations to currenr technology
L for the various functional classes of computers. Here the threats and
B countermeasures are amplificatioas of those previously outlined, and
- ~- - their intended meaning is as described. Again, the listings, while
intended to be as nearly comprehensive as possible, cannot cover all
situations or all details for any one system. A variety of
5 cperational and environmental factors iafluence the risk of loss or
R compromise of classified informatiom and, thus, the appropriate
: countermeasures.

- : A. ~£6) COMMONICATIONS PROCESSORS (U)

! : 1. (0) Brief Description. Computers as communications
processors are used to support and facilitate the communication of

information rather than to execute user programs, As such, they generally

perfora automatsd message processing such as forzatting, packecizing, and

rouzing. Some basic types of communicacions processors are described
below: ’

[PRPR A

‘L

14 a
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Swirchide Svstem. In the role of switching, the
putpose of the computer is to receive incoming messages and to relay
them to intended recipients, usually according to formatted header
informaction. The computer is not concerned with the actual texts of
messages; it simply performs routine message handling tasks.

Internal Distribucion Svstem. A special case of a
switching system is the local message distributidd System. This type =~ ~°°
of system is in most ways similar to a full-fledged communications

witch, but it may carry special functions to serve a local set of

subscribers.

Front End Processor. A progracmable front ead
processor is similar to an auromated switeh as described- above.. More
particularly it is a computer (often a minicomputer) which serves azother.
computer or device, acting as am interiace between it and the communicatiors
circuiz(s) to which it is connecsed. Typical tasks performed by the .
froot end processor on incoming/outgoing dara are line or data concentrating,
preprocassing, message formacting and/or switching, and code converting.

15
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‘2, =89 Typiczl Threats and Councermeasures —

Communications
i Processors. (V)
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. Typical Threats and Councermeasures — Comuﬁications
Processors. (U)
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B. =t&>- INFORMATION STORAGE AND RETRIZVAL (ISR) STYSTEMS (DU)

1. Brief Desctin:inn ()]

(U) Inforzatiom storage and retrieval systems of iocerest
have three principal hardware components:
The user termipal at which the user inserts his
requests Ifor or changes to sStored information and which displays all or.
part of the reply;

The CPU which performs the system control
funcrions such 2s query processing, data base searching, information
retrieving, and response routing;

Bulk storage devices for szoring data elements.

(U) Typically the data base is very laxzge, while the
desired response consists of a relatively small porzion dealing wizh a
specific subject. Structured indexing and searchipg schemes may be
employed in the system to allow the user to formulate his reguest in
predefined terms and to speed the processing of the guery. The syvstem
may include: multiplexed communications between the CPU. and terminals;
cthe limiting of individual file access to specified groups or individuals;
using the C2U, possibly from the tarminals, to provide services in ’
addition to storage and retrieval (e.g., daca file maripulation or
remote use of controlled and validated program modules).
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C. =46 USER PROGRAMMABLE SYSTZMS (U)

1. (U) Brief Descriorion. The term user programmable
system designates an ADP system on which the user 1s afforded some
" measure of programming capability by which he can exercise the wmanipulactive
; capabiliries of the computer. The remocra user has at his disposal one

or more higher level languages and might also have a machine or a2ssembly
language capability. '
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D. €®) DEDICATZD PROCESS CONIROLLZIRS (DPC) (U)

1. (U) Brief Descrintion. DPC's are preprogrammed processors
designed to perform a limited repertoire of specific Zunctions related
to remote activities. For example the computer dirscts (caatrols) the
gulidance of a missile, the arming of a weapon, the atzitnde of a satellice,
or the operation of remotely controlled semsors through telecommmicacions.
This type of computer has 1:s program loaded before the system becomes
operational; no provision is made for remote programming of any kind.:
In general program loading is conducted under stringeatr control procedures
to verify that it has been performed correz:tly.

131

-CONFIDENTIAL

——



Doc ID: 6860042

Sewi b e ele

JR IR S -

”
o

avied

At

PR

Y

v

aursmaris and others are seniaucoldatic;

Doc Ref ID: A3098925

. -~
- .

. . N

Commands and data normally are '*g-dly formatted and are
earered inco the system either autdmatically or by an operator. The
commands are used to ac:ti

vatz and deactivate control programs. In

cartain cases secure commands ave used to protect the entry and operation

of DPC systems; in other cases commands perZora a status reporiiag or
telanerry gathering function. Data may also be inpur and massaged by
prestored programs in an inta2lligence gatheriag environment.

The linicted c2papilizies and the res:tTictive modes of
operatien of D2C systens preclude many of :he :h-eazs found in _most
comput2r systems.
aczass (c::manns) to t1e rﬂwozn ca:au:__. Some of these sys:e:s ars
tiz; the degree of automation is a
funczicn of the aczicns reguiced by an operazor to effec: a command,
i.e., be may push a butzca, Iype om a x-ynca-_, oTr inser: punched cards.
The rec*pie.: of the commands generally cansists of an unmanned eguipmern

4o
that must first decode and then acrt upon the ccomand.,
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1. (U) Brief Descriptiou. A network of computers in a dara
exchange apd display system carTies out the fumction of acsumvlating and
displaying common informarion at two or more locatioms. The individual
cowputer within the system, with varying degress of mman intervention,
receives digiticed impurs. extracts information from these imputs,.
correlates them with refervsce data, and dynamically displays the processed
information for human decision-making or other use. The same computer
@may transmit information and updated data to other ceaters in the systexz. -
Each computer site in the system may accept operator iasputs by kayboard

or ocher means which are to be transmitted to and displaved ar distant
sites, : '

Tactical data exchange and display systems make up a
specialized group of this type, under wvhaich a commander is continuously
provided with the latest information in his tactical environment cn air
deiense, on air traffiec control, or in other dynamic activities which he
mst closely follow. Computer networks serve similar functioms for
cormanders at higher organizational levels in command and countrol over
military forces. There are numerous other sizuarions, including nonmilirary,
in which a computer plays a part in a network for purposes of acquiring - T
and displaying data from a continususly changing data base.
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* 3. 463 Present Posture - Dara Exchange and Displav Svstems.

Current hardware and software ta2chnnlogy and current design know-how
permit the building of exchange and display systems which safely (at
laast for perishable information) process and exchange data. Securicy

is more easily achieved and bettar assured whez all communicarions links

ara eacrypted and all terminals are monitored by personnel authorized

access to entire system conteat. These latter constraints are an essential’

feature of most such systems under present protactive techaiques.

F. =t&) COMPUTERS SERVING CRYPTOGRAPHIC FUNCTIONS (U)

* 1. (U) Brief Descziorion. A computer cao be usad in a

cryptographic system either to carry out all or part of the cryptographic

funcrion, or to coutrol crypco—equipment or support cryptographic operatioa.

The compucer can be programmed, in sofrware or in mfcrocode (also known

as firmware), to enctypt plain text under am algorithm designed specifically

to make the most efficient use of the computer’s repercoire of inscructions

and memory, Alternatively, the algorizhm can be the same as one used
in a hardware crypto-equipment. The compurer can alse be used to
control the operation of hardware key gemerators. For future syscems

computers may be dedicated to the generation and provision of cryptovariables

to crypto-equipments in the operating eanviroamenc.
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M Funcrtions. Computers ofier some possibilicty for carrying out cryptography .
: in lieu of conventional eryptographic hardware; however, the techniques .
for carrying out cryptography within a coaputer have not yet beea fully ;
. developed or provea. Exteasive research and experimentation are necessary v
3 in order to find optimum ways to use present types of computers for M
eacryption (and to gauge their comparative costs agaipst hardware approaches). «
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